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Abstract—Distributed data processing enables computation
by distributing workload among multiple workers. By
outsourcing data operations to distributed infrastructures such
as Edge and Cloud, users enjoy advantages in privacy, fault
tolerance, availability, latency, and resource management.
However, research on the adaptivity of data processing is still in
its infancy; as a result, existing distributed systems either
require the data to be processed only once or are heavily
restrictive on dynamic workloads. Graph-based representations
of workloads offer potential support for designing adaptive
distributive data processing systems.

Existing adaptive systems mainly focus either on ensuring
privacy or on reducing latency across Edge-Cloud boundaries.
Moreover, they do not consider the problem of throughput
maximization under a given latency—an important factor in
optimizing resource consumption. By employing the data
processing task as a directed graph and expanding the task into
two layers, a novel adaptive graph-based architecture is
proposed for secure and efficient distributed data processing
over dynamic workloads. Security constraints are taken into
account during the adaptive scheduling, partitioning,
replication, and routing of the graph.
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1. INTRODUCTION

The evolution of cloud computing and distributed systems
has seen dramatic increases in data generation and processing
demands. Distributed data-processing systems have been
developed to address these. Such systems rely on a large
number of machines partitioned into groups and use a
distributed file system to allow data to be shared during
computation. The flexible nature of cloud services promotes
cost-effective deployment, and advertising services can
easily access large volumes of consumer data for ad
recommendation and promotion. However, the centralized
structure used for such systems limits reliability, leading to
security concerns. Users place sensitive data in the cloud
without considering the potential risks in management. Data
protection techniques must, therefore, be applied. A recent
technological trend for protecting sensitive data is
Homomorphic Encryption (HE). HE enables ciphertexts to be
processed directly while still maintaining security up to the
results.

Data Encryption is performed using some shared key, and
the corresponding decryption can be performed using the
same key. A secure data-management scheme, the Data
Encryption and Storage System (DESS), allows users to

encrypt data before storage and by using homogeneous
encryption-based Public Key Cryptography to eliminate the
need for private key sharing. Security and data protection,
however, introduce additional costs and overhead for both
processing and storage. The disadvantages of the above
system can be overcome by speeding up the data-
transmission process and improving security throughout the
process.

Mathematical Formulas:

G=(V,E), (u,v) € E & data/control dependency u —

v
Q)
t finish(u) <t start(v) V (u,v) € E (precedence
constraint)
2

L=max {v €V}t finish(v) (total system latency)
3)

T=min_{i € Nodes} (r i+w i+d i)/L
(throughput; r, w, d = read/write/dispose ops)
“

mode*(f) = ASS( £, S) (compute-mode chosen per
function f by security level S)

(&)

CS)=aL(S)+B/S, a,p=0 (illustrative security—
latency cost objective)

Q)

A. Motivation and Problem Statement

Distributed environments, such as cloud and edge
computing, are increasingly used to store and process data
generated by large-scale systems. In such a scenario, data
processing involves multiple data owners who usually don't
trust one another. Consequently, any distributed data
processing system should provide security, efficiency, and
scalability for these environments. Security means that the
privacy of the data owned by each data owner should not be
violated. Efficiency is related to minimizing the overall data
communication and computation overhead incurred within
the distributed environment. The communication overhead
should be as low as possible to reduce the time required for
data processing. The architecture should scale well with the
increasing amount of data to be processed in the system.
Current distributed data processing architectures do not
provide adaptability according to the underlying data-
processing environment or security in these environments for
the distributed data processing frameworks.
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Graph-based abstraction models are powerful and flexible
for the representation of various systems. By formalizing the
data and processing computation in processing, the data can
be modeled as a directed acyclic graph (DAG) for secure
processing on a distributed environment. A distributed data
processing adaptive system on a DAG consists of both the
data and the related set of computations that need to be
performed on that data.

Table I. Notation Used in the Framework

Symbol Meaning
G=(V,E) Directed graph modeling the
data-processing task
V,E Node set (data items / tasks) and
directed-edge set (dependencies)
Gdep(Vdep, Directed, labeled data-
Edep) dependency graph
Gceomp(Vcom Directed, labeled computation
p, Ecomp) graph
ASS Adaptive Secret Sharing scheme
(per-function compute-mode
selection)
L Total latency of the distributed
process
T System  throughput  (min.
required ops across nodes)
S Security / protection level
applied by ASS

2. Background and Related Work

Cloud computing and big data are two of the most alluring
technologies of the 21st century that have attracted global
attention. Cloud computing provides numerous advantages,
such as low cost and high availability, while big data propels
the inexorable trend of mass data generation in many fields,
including social media, the Internet of Things, and video
surveillance. Diverse applications generate massive amounts
of data, posing significant technical challenges for data
storage and processing. To meet these challenges, existing
methods for distributed computing and storage of huge
volumes of data employ two models: a distributed processing
model with a storage system located elsewhere and a
distributed cloud processing-model in which processing and
storage are located in the same area. However, the way users
organize data still remains largely unchanged. For centralized
data, data processing becomes the bottleneck of development.
A vastly parallel data processing model must be designed.

Suggestions that many users may wish to provide
independent data processing services can be derived from the
data processing ideas innovated for third-party services. User
privacy is an important consideration when submitting user
data to a third-party service provider. Users store their private
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information on the cloud and only publish data that are not of
their interest either privately or commercially. However, data
are still accessible by the service provider, raising concerns
among data owners about privacy leakage and potential
exploitation. The need for more reliable support services
through full decentralization cannot therefore be ignored.
With these considerations in mind, a novel architecture for
distributed data processing that is fully user-centric and
supports mutual collaboration among user nodes is proposed.

Table II. Comparative Summary of Related
Distributed Processing Approaches
Syste Primar Securit A T
m /| y Focus y dapti | hrou
Approac Mechanis ve? ghpu
h m t-
Awar
e?
MapR Batch None N N
educe parallel (external) 0 0
processing
Apach In- None P N
e Spark memory (external) artial | o
distributed
processing
DESS Encrypt Homom N N
(HE- ed storage | orphic 0 0
based) & retrieval | Encryption
Existi Privacy Fixed P N
ng OR latency | encryption/ | artial | o
adaptive (not both) access rules
systems
Propo Adaptiv ASS + Y Y
sed e trusted es es
framewor | scheduling | secure
k + security | zones
jointly

A. Distributed Data Processing Architectures

Distributed data processing architectures—classical
systems such as MapReduce and contemporary platforms
such as Apache Spark—coordinate a large number of
machines to perform distributed data processing tasks. Such
systems offer higher throughput than centralized systems,
making them attractive for processing large-scale data on a
single-input, multiple-output basis. These systems exhibit an
inherent fault-tolerance capacity by replicating data across
nodes and support a plethora of user-provided computations,
including data aggregation techniques such as filtering, join,
and grouping.

Assuring that these properties are met remains a
challenge. The placement of data in the nodes must be
optimized in order to minimize both processing and
communication costs, taking into account the correlation
among datasets. The scheduling of the computations carried
out by the nodes must consider the time required to complete
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each task and the dependency structure among the tasks. In
addition, an intrinsic tradeoff exists between security and
efficiency: enabling cryptographic protections against
eavesdropping, impersonation, and message tampering has a
strong computational overhead that affects both the latency
and the throughput displayed by the system; thus, an efficient
solution should adapt the protection level depending on the
evolution of the system. Nevertheless, ideally, data
processing architectures should provide the same guarantees
when all the nodes can be trusted.

Fig. 1 Latency vs. Security Level Across Graph Partition Cour
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Fig. 1. Latency rises with security level; more graph
partitions lower the baseline latency (illustrative).

3. Problem Formalization

A system model with suitable assumptions is established
prior to introducing the proposed adaptive graph-based
framework.

The system consists of a cluster of nodes (data donors)
which contribute computational resources toward distributed
data processing for a set of data users. The data donors are
assumed to be honest but curious, i.e., they will carry out the
computation functions as instructed but will try to infer from
the additional shares exchanged information that they may
possess. On the other hand, the data users wish to discover
some specific information from the data set shared among the
donors while keeping their data private, and they rely on the
services of a cloud-thrid-party or multi-cloud-thrid-party
system to enable the processing of the queries since their
computing resource is limited. To enhance security without
incurring excessive communication load, the compute mode
chosen for each function is determined by the adaptive secret
sharing (ASS) method, tailored to the specific characteristics
of the query. The computation is ultimately represented in a
graph-based format that preserves the distribution of the data
while consciously guarding against external security threats
related to information leakage.
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Fig. 2 Throughput vs. Trusted-Node Count
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Fig. 2. Adaptive per-function security selection
(proposed) sustains higher throughput than a static overhead
scheme as trusted nodes scale (illustrative).

A. System Model and Assumptions

A distributed data processing system consists of nodes
connected through a communication network. The topology
can be represented by an undirected connected graph, where
the nodes can be physical machines, clusters of machines, or
VMs. The communications can fail due to various reasons;
hence, the communication network can be modeled as a
dynamic graph. The nodes are assumed to be subject to
Byzantine failures, i.e., some of the nodes can behave
arbitrarily during the process. The algorithm takes into
account the possibility of direct or indirect communication
links among trusted nodes and untrusted nodes.

The data recorded and managed during processing is also
valuable and can be helpful for a malicious node to gain some
advantages; hence the data is not retained in non-trusted
nodes. The system processes every data-related operation in
secure zones composed of trusted nodes. Every node in the
system provides ordered data guarantees. The system
emphasizes the total latency of the whole process, where
latency is the time taken by the last node to finish processing.
The total throughput of the necessary operations is also
essential;, hence throughput is defined as the minimum
number of operations (read/write/dispose) required among
the nodes.

4. Adaptive Graph-Based Framework
Distributed Data Flow and Computation Representation

Let G=(V, E) be a directed graph modeling a distributed
data-processing task, where each node v € V represents either
a data item or a computational task, and each arc (u, v) € E
indicates a unidirectional data dependency from u to v. The
semantics of the graph reflect data-flow and control-flow
patterns in the task: an operation at node u must precede the
execution of the operation at node v if the outcome of the
operation at u contributes to the input of v. Accordingly, an
operation at an incoming node must finish earlier than the
operation at an outgoing node.

1521 Sasi Kumar Kolla et al 1519-1523



Journal of Computational Analysis and Applications

Each data item v € V data is associated with a context that
indicates its location and authenticity. The location context
(e.g., physical address, web service API) specifies the source
from which the data item can be fetched or the destination
that is allowed to store it. The associated authenticity context
provides information about the legitimate creator(s) of the
data item or its encrypted version, thus enabling access
control. Additional contexts can be defined for data streams
or existence-dependent data processing, and more structured
data representation (e.g., RDF) can be adopted.

A. Graph Representation of Data and Computations

Data and their dependencies can be represented as a
directed, labeled graph. Nodes in this graph indicate data
types, and an edge connecting nodes with labels k and e
implies that type k data serves as an input of type e for the
subsequent computation. Data dependencies among the
aforementioned types can be used to generate a directed,
labeled graph Gdep(Vdep, Edep). Each node in the graph
identifies the execution of computations producing a
specified data type, and each edge from a node with label k
to a node with label e indicates that the computation
represented by the node produces type e data required by the
computation represented by the successor node.

The parameterized set of computations, denoted as D, can
be utilized to create a directed, labeled graph Gcomp(Vcomp,
Ecomp). The nodes in this graph signify different
computation tasks, and an edge from a node with label k to a
node with label e denotes that the computation executed at
the node produces type e data employed as input of type k by
the subsequent computation. Different parameters can be
used for different invocations of the instance, and the
dependency relation among those computations can also be
used to construct a directed and labeled graph Gdep(Vdep,
Edep). This graph can be periodically adapted based on
changes in the input datasets and modification in value of
parameters associated with the computations.

5. Conclusion

Currently, the majority of distributed data processing
environments leave key security assumptions and solutions
within the user domain. It remains the users' responsibility to
determine which component can be trusted, and to possibly
encrypt sensitive data in order to guarantee confidentiality,
integrity and authenticity. Such an approach fits well within
a base level of security, provided that the bulk of the modules
can be considered semi-trusted. However, with the growing
concerns for security and privacy in cloud-based
environments, there is a clear demand for frameworks that
guarantee resilience to malicious behaviour. A graph-based
approach that incorporates security protections into the
design of the data processing environment has been proposed.
Nonetheless, it too leaves the decision of which component
can be trusted up to the user.

A guarantee that no sensitive data is ever disclosed to
privileged modules (with full access to the system) can be
made only if each component is equipped with its own
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decryption key, even at the cost of not harnessing their
speedup capabilities. This trade-off has been modeled and
analyzed statistically, enabling the selection of an optimal
key assignment scheme that minimizes latency while
preserving confidentiality. Another source of adaptation lies
in the ability to compress the information being stored and
exchanged, in turn speeding up transmission time over a
deployed network. Solutions for on-the-fly data compression,
variable-length encoding and decoding at each component
have been introduced, thus removing the overhead incurred
by explicitly compressing data at each intermediate server.
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