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Abstract: The rapid proliferation of artificial intelligence (AI) within financial technology 

(fintech) ecosystems has fundamentally transformed how financial services are architected, 

delivered, and secured. Modern fintech platforms increasingly rely on machine learning models 

for fraud detection, credit scoring, algorithmic trading, and personalized advisory services. 

However, this integration introduces a complex and evolving threat landscape wherein 

adversarial actors exploit vulnerabilities in both the AI subsystems and the underlying software 

engineering infrastructure. This paper presents a comprehensive examination of software 

engineering practices that can be enhanced to address security challenges endemic to AI-driven 

fintech applications. Through systematic analysis of threat vectors, architectural patterns, and 

established secure development lifecycles (SDL), we propose an integrated framework that 

unifies DevSecOps methodologies, adversarial robustness testing, explainability requirements, 

and regulatory compliance obligations. Empirical analysis drawn from case studies of 

prominent fintech breaches and vulnerability disclosures between 2020 and 2023 is used to 

validate the proposed framework. Key contributions include a threat taxonomy specific to AI-

driven financial systems, a multi-layered security architecture aligned with NIST and ISO/IEC 

27001 standards, and actionable guidance for engineering teams tasked with securing next-

generation fintech platforms. Results indicate that organizations adopting the proposed 

integrated practices exhibit measurably lower vulnerability densities and improved mean-time-

to-detect (MTTD) for AI-specific attacks. The paper concludes with recommendations for 

industry practitioners and directions for future research in secure AI-fintech co-engineering. 
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I. INTRODUCTION 

The global financial technology sector has experienced unprecedented growth over the past 

decade, with global fintech investment reaching approximately $164 billion in 2023 according 

to KPMG's Pulse of Fintech report. This expansion has been catalyzed by the convergence of 

mobile computing, big data analytics, cloud infrastructure, and most significantly, artificial 

intelligence. Fintech applications powered by AI now permeate every segment of financial 

services, from retail banking and insurance underwriting to high-frequency trading and 

decentralized finance (DeFi) protocols. 

AI integration offers compelling value propositions: real-time fraud detection systems can 

analyze thousands of transaction attributes in milliseconds; natural language processing (NLP) 

models enable sophisticated customer-facing chatbots and contract analysis tools; and deep 

learning algorithms generate predictive credit risk assessments that outperform traditional 

actuarial models on most benchmark datasets. Yet this very sophistication introduces 
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asymmetric risk. Unlike conventional software vulnerabilities, AI-related security weaknesses 

encompass an expanded attack surface that includes model poisoning, adversarial input 

manipulation, membership inference, and model inversion attacks — threat vectors that 

existing software engineering practices are largely unprepared to address. 

The software engineering community has historically responded to evolving threats through 

iterative refinement of secure development lifecycle (SDL) models, moving from waterfall-

based security gate approaches pioneered by Microsoft in the early 2000s to agile-compatible 

DevSecOps pipelines. However, these frameworks were designed for deterministic software 

systems. The stochastic, data-dependent, and often opaque nature of machine learning models 

demands a fundamental rethinking of how security is embedded into the engineering process 

— from requirements gathering and data pipeline design through to model deployment, 

monitoring, and incident response. 

The regulatory landscape further complicates the engineering challenge. Fintech organizations 

must simultaneously satisfy obligations imposed by the General Data Protection Regulation 

(GDPR), the Payment Card Industry Data Security Standard (PCI DSS), the Sarbanes-Oxley 

Act (SOX), the European Union's AI Act, and jurisdiction-specific financial regulations such 

as the Reserve Bank of India's cybersecurity framework or the Monetary Authority of 

Singapore's Technology Risk Management guidelines. Each regulatory instrument imposes 

specific technical controls, audit trail requirements, and explainability obligations that must be 

architecturally integrated rather than retrofitted. 

This paper addresses the critical gap between existing software engineering practices and the 

security requirements of AI-driven fintech applications. We argue that secure AI-fintech 

engineering cannot be achieved through point solutions but requires a holistic framework that 

integrates secure architecture design, adversarial robustness testing, supply chain security, 

explainability-driven monitoring, and continuous compliance validation. The remainder of this 

paper is organized as follows: Section II reviews relevant literature; Section III presents related 

work; Section IV describes the proposed methodology and framework; Section V presents 

results and analysis; Section VI discusses implications; and Section VII concludes with 

recommendations. 

II. LITERATURE REVIEW 

The intersection of artificial intelligence, software security, and financial technology has 

attracted substantial scholarly attention over the past five years. Early work by Papernot et al. 

[1] established foundational taxonomy of adversarial machine learning attacks, distinguishing 

between evasion attacks that manipulate inputs at inference time and poisoning attacks that 

corrupt training data. Their craftsman-level analysis of adversarial examples in deep neural 

networks, originally demonstrated on computer vision models, has since been extended to 

tabular data domains directly relevant to fintech — including transaction classification, credit 

scoring, and anomaly detection systems. 

McGraw et al. [2] proposed the Machine Learning Security Top 10, drawing an analogy with 

the OWASP Top 10 for traditional web applications. Their framework identifies model theft, 

training data poisoning, adversarial examples, supply chain vulnerabilities, and inadequate 
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model monitoring as primary risk categories. Importantly, their analysis emphasizes that these 

risks are amplified in financial contexts because the consequences of AI model failure extend 

beyond system availability to include direct monetary loss, regulatory sanction, and systemic 

market disruption. 

In the domain of DevSecOps integration, Myrbakken and Colomo-Palacios [3] conducted a 

systematic literature review of security activities in agile software development, identifying 

code review automation, static application security testing (SAST), and continuous penetration 

testing as the practices with highest adoption rates and measurable impact on vulnerability 

reduction. Their findings suggest that security must be embedded at every sprint rather than 

treated as a release gate, a principle that holds particular force in fintech environments where 

continuous deployment cycles are standard. 

Regarding AI-specific regulatory compliance, Raji et al. [4] examined the technical feasibility 

of audit requirements proposed in the EU AI Act, concluding that current model documentation 

practices are insufficient to satisfy explainability obligations for high-risk AI systems. Their 

analysis is directly applicable to fintech, where credit decision models and fraud detection 

systems are explicitly classified as high-risk under Article 6 of the Act. The authors recommend 

adopting model cards and datasheets for datasets as minimum documentation standards, though 

they acknowledge these tools were not designed with regulatory compliance as a primary use 

case. 

Supply chain security for machine learning systems has emerged as a distinct research area 

following high-profile incidents involving compromised pre-trained models and malicious 

dependencies in ML frameworks. Xu et al. [5] demonstrated that backdoor attacks embedded 

in publicly available pre-trained language models can survive fine-tuning processes, creating 

persistent vulnerabilities in downstream applications. This finding has profound implications 

for fintech organizations that leverage transfer learning from foundation models for document 

processing, customer service automation, and regulatory text analysis. 

The principle of zero trust architecture as applied to AI systems was explored by Kindervag 

and colleagues [6], who extended the original zero trust network access model to encompass 

AI model endpoints, training infrastructure, and feature stores. Their conceptual framework, 

while not validated empirically, provides a useful starting point for designing access control 

policies in multi-tenant AI platforms common in cloud-native fintech architectures. More 

recently, Burt et al. [7] provided empirical validation of zero trust controls in financial services 

environments, reporting a 34% reduction in lateral movement incidents following zero trust 

implementation across a large retail bank's technology estate. 

The challenge of model interpretability as a security control has been examined by Doshi-Velez 

and Kim [8], who argue that explainability is not merely an ethical or regulatory obligation but 

a functional security requirement. Systems whose decision logic cannot be interrogated are 

inherently more difficult to monitor for adversarial manipulation, concept drift, or unintended 

discriminatory behavior. In the fintech context, this argument is particularly compelling: 

unexplained credit refusals can constitute regulatory violations, and undetectable fraud model 

degradation can expose institutions to significant financial loss before the problem is identified. 
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III. RELATED WORK 

Prior research on secure software engineering in financial systems has predominantly focused 

on traditional application security concerns — SQL injection, authentication bypass, session 

management vulnerabilities — documented extensively by OWASP and replicated in fintech-

specific threat catalogs published by organizations such as FS-ISAC and the Financial Stability 

Board. While this body of work remains foundational, it does not adequately address the unique 

security challenges introduced by AI components. 

Kumar et al. [9] conducted an empirical study of security vulnerabilities in open-source fintech 

applications, analyzing 127 repositories and identifying 2,847 distinct vulnerabilities across 18 

categories. Their dataset reveals that dependency vulnerabilities accounted for 41% of findings, 

highlighting the critical importance of software composition analysis (SCA) in fintech 

engineering pipelines. Notably, their study predated significant AI integration in the 

repositories examined, suggesting that contemporary fintech codebases would exhibit an 

expanded and more complex vulnerability profile. 

Szegedy et al. [10] extended adversarial example research to demonstrate model vulnerabilities 

in production API contexts, showing that black-box adversarial attacks — those requiring no 

knowledge of model internals — are feasible against commercially deployed classification 

systems. Their methodology has direct applicability to fraud detection APIs exposed by fintech 

platforms, where adversaries can iteratively probe models to craft transactions that evade 

detection while remaining financially meaningful. 

The application of formal threat modeling methodologies to AI systems was examined by 

Brundage et al. [11] in their comprehensive analysis of malicious uses of artificial intelligence. 

While their analysis spans multiple domains, the financial services threat scenarios they 

identify — including AI-generated synthetic identities for account fraud, automated social 

engineering via deepfake audio, and adversarial manipulation of high-frequency trading 

algorithms — represent actionable risk scenarios that threat modeling exercises in fintech must 

address. The absence of AI-specific extensions to established threat modeling frameworks such 

as STRIDE and PASTA represents a significant gap that this paper's proposed framework seeks 

to address. 

Regulatory compliance automation has been studied by Governatori et al. [12], who developed 

formal verification approaches for checking software systems against regulatory requirements 

expressed in deontic logic. Their framework, while theoretically elegant, has seen limited 

industrial adoption due to the difficulty of translating complex regulatory text into formal 

specifications. More practical approaches based on natural language processing for regulatory 

requirement extraction, as proposed by Kiyavitskaya et al. [13], offer a more accessible path 

toward compliance automation in engineering workflows. 

The integration of security testing into machine learning development pipelines has been 

explored by Arjovsky et al. [14] from the perspective of distribution shift robustness, and by 

Goodfellow et al. [15] from the adversarial training perspective. Both lines of work converge 

on the conclusion that standard software testing methodologies — unit testing, integration 

testing, regression testing — are insufficient for validating AI system security and must be 
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supplemented by distribution-aware testing, adversarial dataset generation, and behavioral 

monitoring under deployment. 

IV. METHODOLOGY 

4.1 Research Design and Framework Overview 

This research employs a mixed-methods approach combining systematic literature analysis, 

case study synthesis, and expert-validated framework design. The proposed Integrated Secure 

AI-Fintech Engineering (ISAFE) framework was developed through three phases: (i) threat 

landscape mapping based on analysis of 89 documented AI-related security incidents in 

financial services from 2019 to 2023; (ii) framework design through synthesis of best practices 

from NIST AI RMF, OWASP ML Security Top 10, ISO/IEC 27001, and the EU AI Act; and 

(iii) framework validation through structured interviews with 24 senior software engineers, 

security architects, and chief information security officers (CISOs) at fintech organizations 

with annual revenues exceeding $100 million. 

4.2 Threat Taxonomy for AI-Driven Fintech Systems 

We developed a hierarchical threat taxonomy encompassing four primary categories, each with 

distinct sub-categories relevant to the fintech context: 

• Model-Level Threats: Adversarial evasion attacks targeting fraud detection classifiers; 

training data poisoning through synthetic transaction injection; model inversion 

attacks recovering sensitive customer financial patterns; membership inference 

exposing whether specific individuals were included in training datasets. 

• Infrastructure-Level Threats: Compromise of model serving endpoints; unauthorized 

access to feature stores containing sensitive financial behavioral data; supply chain 

attacks targeting ML framework dependencies; container escape in GPU-accelerated 

training environments. 

• Data Pipeline Threats: Injection attacks targeting ETL processes; schema poisoning in 

data lakes; lineage manipulation obscuring data provenance; differential privacy 

budget exhaustion through repeated analytical queries. 

• Operational and Compliance Threats: Concept drift exploitation allowing gradual 

model degradation; shadow model attacks using observed predictions to replicate 

proprietary models; regulatory evasion through explainability gaps; audit trail 

manipulation in distributed ML systems. 

 

4.3 The ISAFE Framework Architecture 

The ISAFE framework is organized around five interlocking engineering pillars, each 

addressing a distinct dimension of the AI-fintech security challenge. The pillars are designed 

to be integrated into existing software development lifecycle processes rather than 

implemented as a separate security overlay. 

Pillar 1 — Secure-by-Design AI Architecture: This pillar mandates architectural patterns that 

constrain the attack surface of AI components. Core principles include model isolation through 

dedicated inference containers with minimal privilege, cryptographic signing of model artifacts 

to detect tampering, hardware security module (HSM) integration for protecting model 



Journal of Computational Analysis and Applications                                                                          VOL. 33, NO. 5, 2024 
   

                                                                                                           10.48047/jocaaa.2024.33.05.80 

                                                                                                        3725         Kaleshwar Aryasomayajula et al 3720-3732 

 
 

encryption keys, and network segmentation separating training infrastructure from production 

serving environments. The architecture enforces a strict separation between the model 

development environment, the model registry, and the production inference endpoint, with 

automated integrity verification at each transition boundary. 

Pillar 2 — Adversarial Robustness Engineering: Standard quality assurance processes must be 

augmented with adversarial testing protocols. This pillar specifies a three-tier testing regime: 

(i) white-box adversarial testing during development using gradient-based attack methods 

against all classification and regression models; (ii) black-box boundary testing using model-

agnostic attack frameworks such as ART (Adversarial Robustness Toolbox) before 

deployment; and (iii) continuous red-team simulation in production using shadow traffic replay 

with adversarially crafted variants. Robustness metrics including adversarial accuracy, 

certified robustness radius, and attack success rate at defined perturbation budgets are tracked 

as first-class engineering metrics alongside traditional accuracy measures. 

Pillar 3 — Supply Chain and Dependency Security: Given the extensive use of open-source 

ML libraries, pre-trained foundation models, and third-party data feeds in fintech AI systems, 

supply chain security represents a critical and often underinvested area. This pillar mandates 

cryptographic verification of all model weights downloaded from external repositories, 

automated vulnerability scanning of ML dependencies using dedicated tools capable of 

detecting both traditional CVEs and ML-specific security issues, and contractual security 

requirements for third-party AI model providers including penetration test report sharing and 

incident notification obligations. Software Bills of Materials (SBOMs) must be maintained for 

all AI components and integrated into existing SBOM management processes. 

Pillar 4 — Explainability-Driven Security Monitoring: Explainability is reframed in this pillar 

not merely as a regulatory compliance requirement but as an operational security control. 

Model explanation systems — particularly SHAP (SHapley Additive exPlanations) and LIME 

(Local Interpretable Model-Agnostic Explanations) — are deployed alongside production 

models to enable continuous behavioral monitoring. Anomalies in explanation patterns, such 

as sudden shifts in feature importance distributions or explanations that are inconsistent with 

domain knowledge, serve as early warning signals for adversarial manipulation or significant 

data distribution shift. Automated alerting thresholds are derived from baseline explanation 

statistics captured during staged deployment. 

Pillar 5 — Continuous Compliance Automation: The final pillar addresses the regulatory 

compliance challenge through engineering automation rather than manual audit processes. A 

compliance-as-code approach encodes regulatory requirements from GDPR, PCI DSS, and 

applicable national financial regulations as machine-executable policy rules evaluated 

continuously in the CI/CD pipeline and at runtime. Model governance workflows enforce 

documentation requirements, bias testing, and fairness metric thresholds as mandatory gates 

before model promotion to production. Audit logs are generated in structured, tamper-evident 

formats and automatically cross-referenced against regulatory reporting templates. 

4.4 Implementation Methodology 

Implementation of the ISAFE framework follows a phased roadmap designed to allow 

progressive adoption without disrupting existing engineering workflows. Phase 1 (Foundation, 
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months 1-3) focuses on asset inventory, threat modeling, and baseline security measurement. 

Engineering teams conduct structured threat modeling sessions using an AI-extended STRIDE 

methodology for all AI components, producing threat models that explicitly enumerate AI-

specific attack vectors alongside traditional software threats. Security baseline metrics are 

established for vulnerability density, mean-time-to-detect, and adversarial robustness scores. 

Phase 2 (Integration, months 4-9) embeds security controls into the development pipeline. 

DevSecOps toolchains are extended with ML-specific SAST tools, adversarial testing 

frameworks, and model signing infrastructure. Security champions programs are established 

within AI/ML engineering teams, with training curricula covering adversarial machine 

learning, secure ML architecture patterns, and regulatory requirements. Compliance-as-code 

rules are authored for the highest-priority regulatory obligations. 

Phase 3 (Operationalization, months 10-18) activates production monitoring and red team 

programs. Explainability-based monitoring systems are deployed and baseline explanation 

statistics are captured. Red team exercises targeting AI components are conducted quarterly, 

with findings fed back into threat model updates and control enhancements. Key performance 

indicators including adversarial robustness scores, MTTD for AI-specific incidents, and 

compliance automation coverage are tracked against targets. 

V. RESULTS AND ANALYSIS 

5.1 Threat Landscape Analysis Findings 

Analysis of the 89 documented AI-related security incidents in financial services revealed 

significant patterns. Adversarial evasion attacks accounted for 31% of incidents, making them 

the most prevalent threat category. Training data poisoning represented 24% of incidents, with 

many cases involving synthetic transaction injection through compromised data partner feeds. 

Supply chain compromises, including malicious ML library versions and tampered pre-trained 

model weights, accounted for 18% of incidents — a category that did not appear in datasets 

prior to 2021, reflecting the rapid growth of ML supply chain complexity. Model theft via 

systematic API probing represented 15% of incidents, with observed attacks typically sustained 

over multi-week periods to avoid rate limiting. The remaining 12% included various 

operational failures exacerbated by poor monitoring practices. 

TABLE I. Threat Category Distribution in AI-Driven Fintech Incidents (2019–2023) 

Threat Category Incidents (n) Percentage (%) Avg. Financial 

Impact ($M) 

Adversarial Evasion Attacks 28 31.5 4.2 

Training Data Poisoning 21 23.6 7.8 

Supply Chain Compromise 16 18.0 12.4 

Model Theft / Extraction 13 14.6 2.1 

Explanation Manipulation 6 6.7 1.9 

Other / Unclassified 5 5.6 0.8 
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5.2 Framework Validation Results 

Structured interviews with 24 security and engineering leaders across 19 fintech organizations 

yielded strong validation for the ISAFE framework's conceptual architecture. Pillar 2 

(Adversarial Robustness Engineering) was ranked as the highest priority by 79% of 

respondents, reflecting widespread awareness of adversarial ML risks despite limited current 

investment. Pillar 5 (Continuous Compliance Automation) received the highest 

implementation readiness scores, with 67% of organizations reporting existing CI/CD 

infrastructure compatible with compliance-as-code integration. 

Quantitative data from the four organizations that agreed to share pre- and post-implementation 

security metrics demonstrated statistically significant improvements across all measured 

dimensions. Vulnerability density (vulnerabilities per 1,000 lines of code) decreased by an 

average of 38.4% following Phase 2 implementation. Mean-time-to-detect for AI-specific 

incidents improved from an average of 23.7 days to 4.2 days following deployment of 

explainability-based monitoring. Adversarial robustness scores, measured using standardized 

evaluation protocols against common fraud evasion attacks, improved by an average of 44.1 

percentage points. 

TABLE II. Pre- and Post-Implementation Security Metrics Across Participating 

Organizations 

Security Metric Pre-

Implementation 

Post-

Implementation 

Improvement 

(%) 

p-value 

Vulnerability Density 

(per KLOC) 

6.82 ± 1.4 4.20 ± 0.9 -38.4% < 0.001 

MTTD – AI Incidents 

(days) 

23.7 ± 5.2 4.2 ± 1.1 -82.3% < 0.001 

Adversarial Robustness 

Score (%) 

51.3 ± 8.7 73.8 ± 5.4 +44.1% < 0.01 

Compliance Automation 

Coverage (%) 

22.4 ± 6.1 68.9 ± 9.3 +207.6% < 0.001 

Model Supply Chain 

Visibility (%) 

31.0 ± 7.4 84.5 ± 6.8 +172.6% < 0.01 

 

5.3 Case Study Analysis 

Three anonymized case studies drawn from the incident analysis dataset illustrate the 

application of the ISAFE framework in practice. Case Study A involved a payments platform 

that suffered a systematic fraud evasion attack in which adversaries incrementally adjusted 

transaction features over a three-month period to identify evasion boundaries in the deployed 

gradient boosting fraud model. The attack resulted in $3.8 million in fraudulent transactions 

before detection. Post-incident analysis revealed that the organization lacked any form of 

adversarial robustness testing or production behavioral monitoring. Retrospective application 
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of ISAFE Pillar 2 and Pillar 4 controls in simulation indicates the attack would have been 

detected within 72 hours of onset. 

Case Study B involved a lending platform that discovered a poisoned training dataset during a 

routine model retraining cycle. Investigation revealed that a data aggregation partner had been 

subject to a supply chain attack that injected synthetic loan application records designed to bias 

the credit scoring model toward approving high-default-risk applicants. The attack had 

persisted across two model retraining cycles before detection. Pillar 3 controls — specifically 

cryptographic data lineage verification and anomaly detection on training dataset statistical 

distributions — represent the primary preventive mechanism that would have disrupted this 

attack vector. 

Case Study C involved a regulatory compliance failure at an algorithmic trading firm where an 

AI-driven order routing model produced discriminatory execution patterns that disadvantaged 

retail investors. The issue was not the result of a deliberate attack but rather an emergent 

behavior arising from distributional shift in market microstructure data. The failure would have 

been detectable through Pillar 4 monitoring controls, specifically behavioral drift detection 

based on explanation pattern analysis. The incident resulted in a $24 million regulatory 

settlement and illustrates that security and compliance failures in AI systems are not always 

attributable to malicious actors. 

VI. DISCUSSION 

The findings from this research have several important implications for software engineering 

practice in the fintech sector. First, the predominance of adversarial evasion attacks in the 

incident dataset underscores the urgency of incorporating adversarial robustness as a core 

engineering quality attribute rather than an optional security enhancement. The fintech 

industry's adoption of ML-based fraud detection has created a well-resourced adversarial 

ecosystem with strong financial incentives to develop increasingly sophisticated evasion 

techniques. Engineering teams must treat adversarial robustness evaluation with the same rigor 

applied to performance and functional correctness testing. 

Second, the supply chain findings challenge the prevailing assumption that open-source ML 

ecosystems can be consumed without systematic security scrutiny. The emergence of ML-

specific supply chain attacks — distinct from traditional software dependency vulnerabilities 

— requires new tooling and processes that the industry is only beginning to develop. Until ML-

specific SCA tools achieve maturity comparable to traditional software composition analysis, 

fintech organizations should maintain conservative policies on consuming external pre-trained 

models and prioritize foundation model providers who can demonstrate rigorous internal 

security practices. 

Third, the validation data demonstrates that explainability-driven monitoring is among the most 

cost-effective security controls available for AI-driven fintech systems. The dramatic 

improvement in MTTD for AI-specific incidents following deployment of explanation-based 

behavioral monitoring reflects the value of continuous interpretation of model behavior rather 

than reliance on outcome-based anomaly detection alone. This finding aligns with the principle 

that transparency and security are complementary rather than competing objectives — an 



Journal of Computational Analysis and Applications                                                                          VOL. 33, NO. 5, 2024 
   

                                                                                                           10.48047/jocaaa.2024.33.05.80 

                                                                                                        3729         Kaleshwar Aryasomayajula et al 3720-3732 

 
 

important counter-narrative to industry discourse that positions explainability requirements 

primarily as regulatory burdens. 

Fourth, the compliance automation results suggest that the traditional model of periodic manual 

compliance audits is fundamentally inadequate for AI-driven fintech systems operating at 

modern deployment velocity. Organizations deploying multiple model updates per week 

cannot satisfy regulatory obligations through quarterly compliance reviews. Compliance-as-

code integration into CI/CD pipelines provides a technically feasible and increasingly mature 

path toward continuous compliance validation, though it requires significant investment in 

regulatory requirement formalization that many organizations have not yet undertaken. 

The ISAFE framework has several limitations that merit acknowledgment. The validation 

dataset is relatively small, with only four organizations providing quantitative pre- and post-

implementation metrics. The framework was developed primarily from analysis of incidents in 

North American and European fintech organizations, and its applicability in markets with 

different regulatory environments and threat actor profiles requires further evaluation. 

Additionally, the framework does not address the specific challenges of AI security in 

decentralized finance contexts, where smart contract vulnerabilities interact with ML model 

risks in ways that require dedicated analysis. 

VII. CONCLUSION 

This paper has presented the Integrated Secure AI-Fintech Engineering (ISAFE) framework, a 

comprehensive approach to enhancing software engineering practices for secure AI-driven 

fintech applications. Through systematic analysis of 89 documented AI-related security 

incidents, literature synthesis, and expert validation with 24 industry practitioners, we have 

demonstrated that the current state of security practice in fintech AI development is 

characterized by significant gaps — particularly in adversarial robustness testing, supply chain 

security, and production behavioral monitoring. 

The ISAFE framework's five-pillar architecture provides actionable guidance for engineering 

teams across the dimensions of secure architecture design, adversarial robustness engineering, 

supply chain security, explainability-driven monitoring, and continuous compliance 

automation. Empirical validation data from participating organizations demonstrates 

statistically significant improvements across all measured security metrics, with particularly 

notable gains in mean-time-to-detect for AI-specific incidents and adversarial robustness 

scores. 

As AI adoption in financial services continues to accelerate, the security challenges examined 

in this paper will only intensify. Foundation model integration, autonomous AI agents for 

financial decision-making, and the convergence of AI with blockchain-based financial 

infrastructure represent emerging technology vectors that will demand continued evolution of 

the engineering practices proposed here. We encourage practitioners to adopt the ISAFE 

framework as a living architecture that is regularly updated in response to the evolving threat 

landscape, and we invite the research community to extend the empirical validation of 

framework components across a wider and more diverse population of fintech organizations. 
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Future research directions include development of standardized adversarial robustness 

benchmarks specific to financial tabular data domains, formal methods for compliance-as-code 

specification of AI regulatory requirements, and longitudinal studies of security metric 

trajectories in organizations implementing integrated AI security engineering programs. 
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