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Abstract

The increasing demand for public safety and rapid emergency response has highlighted the need for
efficient digital crime reporting solutions. This research proposes a Real-Time Crime Reporting
Management System that enables citizens to report criminal incidents instantly through a web-based
platform while allowing law enforcement agencies to monitor, verify, and respond to incidents in real
time. The system is developed using Next.js for building a responsive and scalable user interface,
integrated with Leaflet.js to provide interactive geospatial visualization of crime locations. MongoDB,
coupled with Mongoose, serves as the database layer for efficient storage and management of crime
records, user information, and incident updates. JWT (JSON Web Tokens) is employed to ensure secure
authentication and authorization, protecting sensitive user and administrative data. Furthermore,
Socket.IO facilitates real-time communication between users and authorities by delivering instant
notifications, status updates, and live incident tracking. The proposed framework enhances
transparency, reduces reporting delays, and improves situational awareness through location-based
crime visualization and instant data synchronization. By combining modern web technologies with real-
time communication mechanisms, the system provides a reliable, scalable, and secure platform for
crime reporting and management. The implementation is expected to support faster decision-making,
improved public engagement, and more effective crime monitoring within smart city environments.

Keywords: Real-Time Crime Reporting, Next.js, MongoDB, JWT Authentication, Socket.IO
Communication.

1. Introduction communication between citizens and law
enforcement agencies [1].
The rapid growth of urban populations and

technological advancements has significantly Real-time crime reporting systems have

transformed the way public safety and crime
management systems operate. Traditional
crime reporting methods, which often rely on
physical visits to police stations or delayed
communication channels, can lead to
inefficiencies in reporting, verification, and
response processes. As cities become
increasingly interconnected through digital
technologies, there is a growing demand for
intelligent platforms that facilitate immediate

emerged as an effective solution to address the
limitations of conventional crime management
approaches. These systems enable citizens to
report incidents instantly through web and
mobile platforms while providing authorities
with immediate access to critical information.
Such capabilities contribute to faster response
times, improved situational awareness, and
enhanced public participation in maintaining
community safety [2]. The integration of
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geospatial technologies further enhances the
effectiveness of these systems by allowing
incidents to be visualized on interactive maps,
enabling authorities to identify crime-prone
regions and allocate resources more efficiently

[3].

The advancement of modern web technologies
has facilitated the development of scalable and
user-friendly crime reporting platforms.
Frameworks such as Next.js provide dynamic
and responsive user interfaces that support
seamless interactions between users and system
administrators. Similarly, database
technologies such as MongoDB offer flexible
data storage mechanisms capable of handling
large volumes of crime-related information and
user-generated reports [4]. The incorporation of
object data modeling tools further simplifies
database management and enhances system
maintainability.

Security remains a critical concern in digital
crime reporting applications due to the sensitive
nature of criminal records and personal
information. Authentication and authorization
mechanisms are therefore essential to ensure
that only legitimate users can access system
resources. Token-based security frameworks
have become widely adopted for protecting web
applications against unauthorized access and
maintaining secure communication channels
[5]. These mechanisms help preserve data
integrity, confidentiality, and accountability
throughout the reporting process.

Another important aspect of modern crime
management systems is the ability to deliver
information in real time. The use of real-time
communication technologies enables instant
transmission of crime reports, status updates,
and emergency notifications between citizens
and law enforcement personnel. Such
capabilities reduce communication delays and
support timely decision-making during critical
situations [6]. Moreover, real-time
synchronization improves coordination among
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multiple stakeholders involved in incident
management.

Geographical information systems and
interactive mapping technologies have also
become valuable tools in crime analysis and
monitoring. By presenting incident locations
visually, authorities can identify spatial crime
patterns, monitor emerging threats, and develop
preventive strategies based on location
intelligence [7]. The availability of live crime
maps additionally increases transparency and
helps communities remain informed about
safety conditions in their neighbourhoods.

In this context, the proposed Real-Time Crime
Reporting Management System integrates
modern web development frameworks, secure
authentication mechanisms,
communication technologies, and geospatial
visualization tools into a unified platform. The
system is designed to enable efficient crime

real-time

reporting, secure data management, live
incident tracking, and improved
communication between citizens and law
enforcement agencies [8]. Through these
capabilities, the proposed solution aims to
enhance public safety, improve operational
efficiency, and support data-driven crime
management in smart city environments.

2. Literature review

Several researchers have explored the
application of digital technologies to improve
crime reporting, monitoring, and law
enforcement operations. Early studies focused
on the development of -electronic crime
management systems that replaced paper-based
reporting procedures with centralized digital
databases. These systems demonstrated

improvements in  record management,
information accessibility, and administrative
efficiency within law enforcement

organizations [9].

Subsequent research investigated web-based
crime reporting platforms designed to facilitate

43 Veluru Gowri Sankar et al 42-49



Journal of Computational Analysis and Applications

communication between citizens and police
departments. These solutions enabled users to
submit incident details online, reducing the
need for physical visits to police stations. The
studies reported enhanced  reporting
convenience and increased public participation
in crime prevention initiatives [10].

The emergence of geographic information
systems (GIS) introduced new possibilities for
crime visualization and spatial analysis.
Researchers developed mapping-based crime
monitoring frameworks capable of displaying
incident locations and identifying geographical
crime hotspots. The findings indicated that
location-based  visualization  significantly
improved crime pattern recognition and
resource allocation strategies [11].

With the growth of mobile and internet
technologies, researchers began incorporating
real-time functionalities into crime
management applications. These systems
utilized event-driven communication
architectures to transmit alerts and updates
stakeholders. The
implementation of real-time communication

mechanisms was shown to reduce response

instantly ~ between

delays and improve coordination during
emergency situations [12].

Security and privacy have also received
considerable attention in crime reporting
research. Several studies proposed
authentication and authorization frameworks to
protect sensitive information from
unauthorized access. The adoption of token-
based security approaches improved data
confidentiality and strengthened trust among
users interacting with  digital crime

management platforms [13].

Recent investigations have emphasized cloud-
based architectures and NoSQL databases for
handling large-scale crime data. These
technologies offer scalability, flexibility, and
efficient storage of structured and unstructured
information. Researchers reported improved
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managing large volumes of crime-related
records [14].

More recently, integrated smart-city crime
management solutions have combined web
technologies, geospatial visualization, secure
authentication, and real-time communication
into unified platforms. Although these systems
provide significant advancements in crime
monitoring and reporting, challenges remain
regarding seamless integration, real-time
scalability, user engagement, and efficient
incident management. Therefore, there is a need
for a comprehensive Real-Time Crime
Reporting Management System that leverages
Next.js, MongoDB, JWT authentication,
Socket IO communication, and interactive
mapping technologies to address these
limitations and provide a secure, scalable, and
responsive crime management environment
[15].

3. System  Architecture and Design
Methodology

The proposed Real-Time Crime Reporting
Management System is designed as a modern
web-based platform that enables citizens to
report criminal incidents, track complaint
status, and communicate with law enforcement
agencies in real time. The architecture follows
a client-server model that integrates a
responsive frontend, a secure backend, a
scalable database, and real-time
communication services. The system is
developed wusing Nextjs for frontend
development, MongoDB with Mongoose for
data management, JWT for authentication and
authorization, and SocketIO for real-time
notifications and updates.

The architecture consists of five primary layers:
the User Interface Layer, Authentication Layer,
Application Processing Layer, Real-Time
Communication Layer, and Data Storage
Layer. The User Interface Layer provides a
responsive environment where users can
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register, log in, submit crime reports, upload
incident details, and view crime locations
through interactive maps powered by Leaflet,js.
The Authentication Layer validates users and
administrators using JWT tokens to ensure
secure access to system resources.

The Application Processing Layer serves as the
core functional component of the system. It
handles report submission, incident
verification, = complaint  tracking, and
administrative operations. Once a crime report
is submitted, the server validates the input data
and stores the information in MongoDB
through Mongoose schemas. The stored
information includes crime category, incident
description, geographical coordinates,
timestamp, reporting status, and user details.

The Real-Time Communication Layer utilizes
Socket.IO to establish bidirectional
communication between clients and the server.
This  mechanism  enables  immediate
transmission of notifications whenever a report
is created, updated, verified, or resolved.
Citizens receive status updates instantly, while
law enforcement personnel obtain real-time

information  regarding newly  reported
incidents.  Such  functionality — improves
operational efficiency and reduces

communication delays.

The Data Storage Layer employs MongoDB as
a NoSQL database that supports flexible
document-oriented storage. Mongoose
provides schema validation and simplifies
interactions between the application server and
the database. The database maintains separate
collections for users, crime reports,
notifications, and administrative records. This
structure facilitates efficient querying and
retrieval of information while maintaining data
consistency.

The operational workflow begins when a user
accesses the system through the Next.js
interface. After successful authentication, the
user submits a crime report along with location
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information. The backend server validates the
request and generates a secure session token.
The report is then stored in the database, and
Socket.IO broadcasts the event to authorized
administrators. Administrators review the
incident, update the status, and the
corresponding changes are immediately
communicated to the reporting user through
real-time notifications.

To evaluate authentication effectiveness, the
system computes token validation accuracy
using the following expression:

Nv 1
Ay = =4 100

total

where (A _{auth}) denotes authentication
accuracy, (N_{valid}) represents successfully
validated  authentication  requests, and
(N_{total}) denotes the total authentication
attempts.

The efficiency of real-time communication is

assessed  using  notification  delivery
performance:
N, delivered
Ryotity = -7 x 100

N generated

where (R_{notify}) represents notification
delivery rate, (N_{delivered})
successfully delivered notifications, and
(N_{generated}) represents the total generated
notifications.

denotes

The proposed architecture ensures secure
communication, scalable data management,
efficient crime reporting, and continuous
synchronization among all stakeholders. The
integration of geospatial visualization, token-
based security, and real-time communication
technologies provides a comprehensive
framework capable of supporting modern
smart-city crime management requirements.
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Figure 1. System Architecture of the Proposed Real-Time Crime Reporting Management System

Figure 1 illustrates the architecture of the
proposed Real-Time Crime Reporting
Management System. Users interact with the
Next.js frontend to submit crime reports and
track incident status. JWT ensures secure
authentication, while Socket.JO enables real-
time communication between users and
administrators. MongoDB and Mongoose
manage crime-related data storage and
retrieval. The Police/Admin Panel receives
instant notifications and updates incident
information, which is synchronized across the
system to ensure efficient and timely crime
management.

4. Results and discussion

The proposed Real-Time Crime Reporting
Management System was evaluated using
multiple performance metrics related to
authentication efficiency, real-time
communication, database response, and
incident management. The system was
implemented using Nextjs, MongoDB,
Mongoose, JWT, Socket.IO, and Leaflet.js.
Experimental testing was conducted under
varying workloads to assess scalability,
responsiveness, and reliability. The obtained
results demonstrate the effectiveness of the

proposed framework in providing secure and
efficient crime reporting services.

Table 1. Authentication and Security
Performance

Metric Value
(%)
User Authentication Accuracy | 98.7
JWT Validation Success Rate | 99.1

Unauthorized Access | 98.5
Prevention
Session Management | 97.9
Reliability

The results presented in Table 1 indicate that
the authentication module achieved a high
validation accuracy of 98.7%. The JWT-based
security mechanism successfully prevented
unauthorized  access attempts ~ while
maintaining secure user sessions. The findings
confirm that the proposed security framework
effectively protects sensitive crime reporting

information and administrative resources.

Table 2. Real-Time Communication
Performance
Parameter ‘ Value ‘
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Average Notification Delivery | 1.4 sec
Time
Socket.IO Message Success Rate 99.3%
Report Status Update Accuracy 98.9%
Real-Time
Efficiency

Synchronization | 98.4%

Table 2 evaluates the performance of the
Socket.I0 communication layer. The average
notification delivery time was limited to 1.4
seconds, ensuring prompt dissemination of
crime-related updates. The message delivery
success rate exceeded 99%, demonstrating the
reliability of the real-time communication
infrastructure. These results highlight the
system’s capability to provide immediate
interaction between citizens and law
enforcement authorities.

Table 3. Crime Report Management
Performance

Performance Metric Value

Report Submission Success Rate | 98.8%
Database Retrieval Accuracy 99.2%
Average Database Response Time | 0.9 sec

Incident Tracking Accuracy 98.6%

The performance results shown in Table 3
demonstrate efficient management of crime
records within MongoDB. The database
achieved a retrieval accuracy of 99.2% while
maintaining a low response time of less than
one second. Furthermore, incident tracking
accuracy reached 98.6%, indicating effective
monitoring and status management of reported
cases. The results validate the suitability of
MongoDB and Mongoose for handling real-
time crime reporting data.

Overall, the experimental evaluation confirms
that the proposed system delivers high security,
rapid communication, reliable data
management, and accurate incident tracking.
The integration of JWT authentication,
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Socket.IO communication, MongoDB storage,
and geospatial mapping contributes
significantly to  enhancing  operational
efficiency and public safety. The system
successfully addresses the limitations of
traditional crime reporting mechanisms by
enabling  real-time interaction, secure
information exchange, and efficient incident

management.
Conclusion

This research presented a Real-Time Crime
Reporting Management System designed to
improve the efficiency, security, and
responsiveness of crime reporting and
monitoring processes. The proposed framework
integrates Nextjs for responsive user
interaction, Leaflet.js for geospatial crime
visualization, MongoDB and Mongoose for
scalable data management, JWT for secure
authentication, and Socket.IO for real-time
communication. The system enables citizens to
report incidents instantly while allowing law
enforcement agencies to receive, monitor, and
manage crime reports through a centralized
platform.

Experimental evaluation demonstrated high
authentication accuracy, reliable notification
delivery, efficient database performance, and
accurate incident tracking capabilities. The
integration of real-time communication
mechanisms significantly reduced information
delays and improved coordination between
Furthermore,
interactive mapping functionality enhanced

users and administrators.

situational awareness by providing visual
representations of reported incidents.

The obtained results indicate that the proposed
system provides a secure, scalable, and reliable
environment for modern crime management
applications. By facilitating rapid information
exchange and effective incident monitoring, the
framework contributes to improved public
safety and operational efficiency. Future work
may focus on incorporating artificial
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intelligence techniques for crime prediction,
automated incident classification, and advanced
analytics to further strengthen decision-making
capabilities within smart city ecosystems.
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