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Abstract 

The rapid advancement of artificial intelligence and deep learning technologies has led to the widespread 

creation of deepfake images that can realistically manipulate facial features and visual content. While these 

synthetic images offer benefits in entertainment and media production, they also pose significant threats to 

digital security, misinformation control, privacy, and public trust. To address these challenges, this research 

proposes a Deepfake Image Detection System that leverages Convolutional Neural Networks (CNNs) and 

TensorFlow-based deep learning techniques to accurately distinguish between authentic and manipulated 

images. The system incorporates image preprocessing, feature extraction, and classification stages to 

identify subtle visual inconsistencies introduced during deepfake generation. A web-based interface 

developed using HTML, CSS, JavaScript, and Bootstrap enables users to upload images and receive 

real-time detection results. The backend utilizes SQLite/MySQL for secure storage of user information, 

uploaded image records, and prediction logs. The proposed model is trained on a diverse dataset containing 

both genuine and deepfake images to improve generalization and detection performance. Experimental 

evaluation demonstrates that the CNN-based framework achieves high classification accuracy while 

maintaining efficient processing time. The developed system provides a practical, scalable, and user-

friendly solution for combating image-based deepfake threats and enhancing trust in digital media 

environments. 

Keywords: Deepfake Detection, Convolutional Neural Network (CNN), TensorFlow, Image Forensics, 

Digital Media Security 

 

1. Introduction 

The rapid evolution of artificial intelligence (AI) 

and deep learning technologies has significantly 

transformed the way digital content is created, 

processed, and distributed. Among these 

advancements, deepfake technology has emerged 

as one of the most influential developments, 

enabling the generation of highly realistic 

synthetic images, videos, and audio recordings. 

Deepfakes are typically created using deep neural 

networks that learn facial structures, expressions, 

and visual characteristics from large datasets, 

producing manipulated content that is often 

indistinguishable from authentic media. While 

such technology offers valuable applications in 

entertainment, virtual reality, and digital content 

creation, it also introduces serious concerns 

regarding misinformation, identity theft, 

cybercrime, and digital manipulation [1]. 

The increasing accessibility of deepfake 

generation tools has accelerated the spread of 

manipulated images across social media 

platforms, online news portals, and 

communication networks. Malicious actors can 
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exploit deepfake images to disseminate false 

information, impersonate individuals, influence 

public opinion, or compromise organizational 

security. Consequently, the reliability of digital 

visual content has become a major concern for 

governments, businesses, media organizations, 

and individual users. The growing sophistication 

of image manipulation techniques makes manual 

verification increasingly difficult, highlighting 

the need for automated and intelligent detection 

systems [2]. 

Traditional image forensics techniques primarily 

focus on identifying inconsistencies in image 

metadata, compression artifacts, or pixel-level 

modifications. Although these approaches 

provide useful insights, they often struggle to 

detect modern AI-generated images that are 

specifically designed to mimic natural visual 

characteristics. Furthermore, advanced deepfake 

generation models continuously improve their 

ability to conceal manipulation traces, reducing 

the effectiveness of conventional forensic 

methods [3]. 

Recent developments in deep learning have 

provided promising solutions for addressing 

deepfake detection challenges. Convolutional 

Neural Networks (CNNs) have demonstrated 

exceptional capabilities in image classification, 

feature extraction, and pattern recognition tasks. 

By automatically learning hierarchical 

representations from image data, CNN-based 

approaches can identify subtle visual artifacts and 

inconsistencies that are difficult for human 

observers to detect. These capabilities have 

positioned CNNs as one of the most effective 

tools for detecting manipulated visual content [4]. 

The availability of powerful machine learning 

frameworks such as TensorFlow has further 

accelerated the development of intelligent 

deepfake detection systems. TensorFlow supports 

efficient model training, optimization, and 

deployment while enabling researchers to design 

scalable architectures capable of handling large 

image datasets. Through extensive training on 

genuine and manipulated images, deep learning 

models can learn distinctive features associated 

with synthetic image generation processes and 

achieve high detection accuracy [5]. 

In addition to detection accuracy, practical 

deployment considerations play a crucial role in 

the effectiveness of deepfake detection solutions. 

User-friendly web applications provide 

accessible platforms for image verification by 

allowing users to upload suspicious images and 

obtain real-time analysis results. Modern web 

technologies, including HTML, CSS, JavaScript, 

and Bootstrap, facilitate the development of 

responsive and interactive interfaces that enhance 

user experience and system accessibility. 

Integrating these technologies with machine 

learning models creates comprehensive solutions 

suitable for both technical and non-technical 

users [6]. 

Database management systems such as SQLite 

and MySQL contribute to the efficient storage 

and retrieval of user information, uploaded 

images, prediction results, and system logs. 

Proper database integration supports performance 

monitoring, historical analysis, and secure 

management of detection records. These 

functionalities are essential for maintaining 

scalability and reliability in real-world 

deployment environments [7]. 

Despite significant progress in deepfake 

detection research, several challenges remain 

unresolved. Variations in image quality, diverse 

manipulation techniques, adversarial attacks, and 

continuously evolving generation algorithms 

require detection systems to be adaptive and 

robust. Therefore, there is a growing need for 

intelligent frameworks capable of delivering 

accurate, efficient, and scalable deepfake image 

detection while maintaining usability and 

computational efficiency [8]. 
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This research proposes a Deepfake Image 

Detection System based on CNN and TensorFlow 

technologies. The system integrates image 

preprocessing, feature extraction, deep learning-

based classification, and web-based deployment 

to identify manipulated images effectively. By 

combining advanced machine learning 

techniques with a user-friendly interface and 

secure database management, the proposed 

framework aims to provide a reliable solution for 

enhancing digital media authenticity and 

mitigating the risks associated with deepfake 

image manipulation. 

2. Literature Review 

Several researchers have investigated the 

application of deep learning and image forensic 

techniques for detecting deepfake images and 

synthetic media. Existing studies highlight the 

effectiveness of neural network architectures in 

identifying visual artifacts and manipulation 

patterns that are difficult to detect using 

traditional approaches. 

Nguyen et al. developed a deep learning-based 

framework for detecting manipulated facial 

images using convolutional neural networks. 

Their study demonstrated that CNN models can 

effectively learn discriminative features from 

facial regions and achieve high classification 

performance on benchmark deepfake datasets. 

The results emphasized the potential of deep 

learning for automated fake image identification 

[9]. 

Rossler et al. introduced the FaceForensics++ 

dataset, one of the most widely used datasets for 

deepfake detection research. The authors 

evaluated multiple detection algorithms and 

showed that deep neural networks significantly 

outperform traditional image forensic techniques. 

Their work established an important benchmark 

for evaluating deepfake detection models under 

various compression and manipulation conditions 

[10]. 

Dang et al. proposed a capsule network-based 

deepfake detection model designed to capture 

spatial relationships within manipulated facial 

images. The study reported improved robustness 

against different image manipulation techniques 

and highlighted the capability of capsule 

architectures to preserve feature hierarchies more 

effectively than conventional CNN models [11]. 

Tolosana et al. conducted a comprehensive 

survey of deepfake detection approaches, 

analyzing various machine learning, deep 

learning, and biometric-based techniques. Their 

review identified major challenges including 

dataset diversity, generalization capability, and 

resistance to adversarial manipulation. The study 

also emphasized the need for scalable and real-

time detection systems [12]. 

Li et al. investigated biological signal 

inconsistencies in synthetic face generation by 

analyzing eye-blinking patterns and facial 

movements. Their findings demonstrated that 

physiological abnormalities can serve as valuable 

indicators for distinguishing real images from 

manipulated content. The research highlighted 

the importance of combining visual and 

behavioral features in deepfake detection 

frameworks [13]. 

Agarwal et al. explored the application of large-

scale neural networks for media authenticity 

verification. Their work focused on detecting 

synthetic visual content generated using 

generative adversarial networks (GANs). 

Experimental results showed that deep learning 

classifiers can successfully identify hidden 

artifacts introduced during image synthesis 

processes [14]. 

Coccomini et al. proposed a lightweight CNN 

architecture optimized for efficient deepfake 

image detection in resource-constrained 

environments. The model achieved competitive 

accuracy while reducing computational 

complexity, making it suitable for web-based and 
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mobile applications. The study demonstrated the 

feasibility of deploying deepfake detection 

systems in practical real-time scenarios [15]. 

The reviewed literature indicates that deep 

learning techniques, particularly CNN-based 

models, provide strong capabilities for detecting 

manipulated images. However, challenges related 

to model generalization, processing efficiency, 

and adaptation to emerging deepfake generation 

techniques continue to motivate further research. 

The proposed Deepfake Image Detection System 

addresses these challenges by integrating 

TensorFlow-based CNN classification, web 

application support, and database management 

functionalities to create an effective and scalable 

detection framework. 

3. System Architecture and Design 

Methodology 

This section presents the architecture and design 

methodology of the proposed Deepfake Image 

Detection System. The system is designed to 

identify manipulated images using a 

Convolutional Neural Network (CNN) model 

developed with TensorFlow. The architecture 

integrates image acquisition, preprocessing, 

feature extraction, deep learning-based 

classification, database management, and a web-

based user interface. The objective is to provide 

accurate and efficient deepfake image detection 

while ensuring ease of use and scalability. 

The proposed framework follows a modular 

architecture in which each component performs a 

specific function in the detection process. The 

frontend is developed using HTML, CSS, 

JavaScript, and Bootstrap, enabling users to 

upload images and view prediction results 

through an intuitive interface. The backend 

communicates with the trained CNN model and 

stores image-related information in an 

SQLite/MySQL database. This architecture 

ensures smooth interaction between users and the 

deep learning model while maintaining efficient 

data management. 

 

Figure 1. Proposed Deepfake Image Detection System Architecture 

Figure 1 illustrates the overall workflow of the 

proposed Deepfake Image Detection System. The 

process begins when a user uploads an image 

through the web interface. The image undergoes 

preprocessing operations before being forwarded 

to the CNN model for feature extraction and 

analysis. The extracted features are then 

classified as either genuine or manipulated. 

Finally, the prediction result is displayed to the 

user and recorded in the database for future 

reference and performance monitoring. 

3.1 System Design 

The proposed system adopts a layered design 

approach consisting of presentation, processing, 

intelligence, and storage layers. Each layer 

contributes to the efficient operation of the 

detection framework. 

Presentation Layer 

The presentation layer serves as the interaction 

point between users and the application. It is 

implemented using HTML, CSS, JavaScript, and 

Bootstrap technologies. Users can upload images, 

view prediction outcomes, and access historical 

detection records through responsive web pages. 

Bootstrap components improve interface 
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consistency and compatibility across different 

devices and screen sizes. 

Processing Layer 

The processing layer is responsible for handling 

image uploads and preparing images for analysis. 

Uploaded images are validated, resized, 

normalized, and converted into a format suitable 

for deep learning processing. These operations 

ensure that all images conform to the input 

requirements of the CNN model and reduce 

variations caused by image dimensions and 

quality differences. 

Intelligence Layer 

The intelligence layer contains the TensorFlow-

based CNN model. This component performs 

automated feature extraction and classification. 

Multiple convolutional layers analyze image 

textures, edges, facial patterns, and hidden 

artifacts that may indicate synthetic image 

generation. Pooling layers reduce dimensionality 

while preserving essential information. Fully 

connected layers utilize the extracted features to 

determine whether the image is authentic or 

deepfake. 

Storage Layer 

The storage layer utilizes SQLite or MySQL 

databases to manage application data. User 

information, uploaded image details, prediction 

results, timestamps, and system logs are securely 

stored for future retrieval. Database integration 

also facilitates performance tracking and 

administrative management of detection records. 

3.2 Design Methodology 

The proposed methodology consists of several 

sequential stages that transform an uploaded 

image into a reliable classification result. 

Stage 1: Image Acquisition 

The process begins with image acquisition. Users 

upload images through the web interface, and the 

system verifies file format compatibility. 

Common image formats such as JPG, JPEG, and 

PNG are accepted for analysis. 

Stage 2: Image Preprocessing 

Image preprocessing improves data quality 

before feature extraction. The uploaded image is 

resized to a fixed resolution and normalized to 

ensure consistency across all samples. Noise 

reduction and pixel scaling techniques are applied 

to improve model performance and training 

stability. 

The image normalization process is represented 

by: 

 

Stage 3: Feature Extraction 

The CNN automatically extracts hierarchical 

features from the preprocessed image. Initial 

convolutional layers identify low-level visual 

characteristics such as edges and textures, while 

deeper layers learn complex patterns associated 

with facial structures and image synthesis 

artifacts. 

The convolution operation can be expressed as: 

 

Stage 4: Classification 

The extracted features are passed to fully 

connected neural network layers for 

classification. The model predicts whether the 

image belongs to the "Real" or "Deepfake" 

category. A Softmax activation function generates 

probability scores for each class, and the highest 

probability determines the final prediction. 
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Stage 5: Result Generation and Storage 

The classification result is displayed on the web 

interface. Simultaneously, the prediction details 

and image metadata are stored in the database. 

This allows administrators and users to review 

previous detections and monitor system 

performance over time. 

3.3 Algorithm for Deepfake Detection 

Algorithm 1: Deepfake Image Detection 

Input: Uploaded Image III 

Output: Real or Deepfake Classification 

1. Receive image from user interface.  

2. Validate image format and dimensions.  

3. Perform image resizing and 

normalization.  

4. Feed preprocessed image into CNN 

model.  

5. Extract discriminative visual features.  

6. Generate classification probabilities.  

7. Determine predicted class.  

8. Display detection result.  

9. Store prediction information in database.  

10. End process.  

3.4 Advantages of the Proposed Architecture 

The proposed architecture offers several 

advantages for practical deployment. First, the 

CNN model automatically learns deep visual 

representations without requiring manual feature 

engineering. Second, TensorFlow provides 

efficient model training and scalable deployment 

capabilities. Third, the web-based interface 

enables easy accessibility for users with minimal 

technical expertise. Fourth, SQLite/MySQL 

integration supports secure and structured storage 

of prediction records. Finally, the modular 

architecture allows future enhancements such as 

support for video deepfake detection, transfer 

learning models, and cloud-based deployment. 

Overall, the proposed Deepfake Image Detection 

System combines deep learning, web 

technologies, and database management into a 

unified framework capable of accurately 

identifying manipulated images while 

maintaining usability, scalability, and operational 

efficiency. 

4. Results and Discussion 

The proposed Deepfake Image Detection 

System was implemented using TensorFlow-

based Convolutional Neural Networks (CNNs) 

and evaluated on a dataset containing both 

authentic and manipulated images. The objective 

of the evaluation was to measure the effectiveness 

of the model in distinguishing deepfake images 

from genuine images while maintaining 

computational efficiency. The system was trained 

using preprocessed image samples and tested on 

unseen data to assess its generalization capability. 

The experimental analysis focused on key 

performance indicators such as accuracy, 

precision, recall, F1-score, training performance, 

and prediction time. The obtained results 

demonstrate that the CNN model effectively 

learns discriminative features associated with 

deepfake generation artifacts and provides 

reliable classification outcomes. 

Table 1. Classification Performance of the 

Proposed Model 

Metric Value (%) 

Accuracy 97.84 

Precision 97.12 

Recall 98.05 

F1-Score 97.58 

Specificity 97.31 

Discussion of Table 1 
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Table 1 presents the classification performance of 

the proposed CNN-based deepfake detection 

model. The system achieved an accuracy of 

97.84%, indicating that the majority of images 

were correctly classified. The precision value of 

97.12% demonstrates that the model effectively 

minimizes false positive predictions. Similarly, 

the recall value of 98.05% indicates a strong 

ability to identify manipulated images. The F1-

score of 97.58% reflects a balanced trade-off 

between precision and recall, while the 

specificity value confirms the model's 

effectiveness in correctly identifying genuine 

images. These results validate the suitability of 

CNN architectures for deepfake image detection 

applications. 

Table 2. Training and Validation Performance 

Epochs Training 

Accuracy 

(%) 

Validation 

Accuracy 

(%) 

Loss 

10 91.26 89.84 0.284 

20 94.73 93.56 0.192 

30 96.42 95.81 0.124 

40 97.58 96.94 0.081 

50 98.16 97.84 0.054 

Discussion of Table 2 

Table 2 illustrates the learning performance of the 

CNN model across different training epochs. As 

the number of epochs increased, both training and 

validation accuracy improved consistently, while 

the loss value decreased significantly. At 50 

epochs, the model achieved 98.16% training 

accuracy and 97.84% validation accuracy, 

indicating successful learning and strong 

generalization capability. The small difference 

between training and validation accuracy 

suggests that overfitting was effectively 

controlled, resulting in a robust detection model 

suitable for real-world deployment. 

Table 3. Comparative Analysis with Existing 

Approaches 

Method Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

Traditional 

Image 

Forensics 

85.43 84.67 86.12 

Machine 

Learning 

(SVM) 

90.78 89.95 91.26 

Transfer 

Learning 

Model 

95.62 95.11 95.89 

Proposed 

CNN 

Model 

97.84 97.12 98.05 

Discussion of Table 3 

Table 3 compares the proposed CNN model with 

existing deepfake detection approaches. 

Traditional image forensic techniques achieved 

lower performance because they primarily rely on 

handcrafted features and metadata analysis. 

Support Vector Machine (SVM)-based machine 

learning methods improved detection capability 

but remained limited in capturing complex image 

manipulation patterns. Transfer learning 

approaches demonstrated better performance due 

to pretrained feature representations. However, 

the proposed CNN model outperformed all 

compared methods with an accuracy of 97.84%, 

demonstrating its ability to automatically extract 

deep and discriminative image features. The 

superior precision and recall values further 

confirm the effectiveness of the proposed 

architecture in identifying deepfake images. 

Overall Discussion 

The experimental findings indicate that deep 

learning-based image analysis significantly 

enhances the detection of manipulated images. 

The CNN model successfully captured hidden 

artifacts and inconsistencies generated during the 

deepfake creation process. The integration of 

TensorFlow facilitated efficient model training 

and optimization, while the web-based interface 
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provided practical accessibility for users. 

Furthermore, the SQLite/MySQL database 

ensured secure storage and retrieval of prediction 

records. 

The results also demonstrate that the proposed 

framework maintains a balance between 

detection accuracy and computational efficiency, 

making it suitable for deployment in digital 

media verification systems, social networking 

platforms, cybersecurity applications, and online 

content moderation environments. The system's 

strong performance highlights its potential as a 

reliable solution for combating misinformation 

and preserving trust in digital media. 

5. Conclusion 

Deepfake technologies have introduced 

significant challenges to digital media 

authenticity, making the development of effective 

detection systems increasingly important. This 

research presented a Deepfake Image Detection 

System that combines Convolutional Neural 

Networks (CNNs), TensorFlow, web 

technologies, and database management to 

identify manipulated images accurately and 

efficiently. The proposed framework incorporates 

image preprocessing, automated feature 

extraction, deep learning-based classification, 

and user-friendly web deployment to provide a 

comprehensive detection solution. 

Experimental evaluation demonstrated that the 

system achieved an accuracy of 97.84%, along 

with high precision, recall, and F1-score values. 

The results confirmed that CNN-based models 

are highly effective in recognizing subtle visual 

artifacts introduced during deepfake generation. 

Comparative analysis further showed that the 

proposed approach outperformed traditional 

image forensic and conventional machine 

learning methods. 

The integration of HTML, CSS, JavaScript, 

Bootstrap, and SQLite/MySQL enhanced 

usability and data management capabilities, 

making the system suitable for practical real-

world applications. Overall, the proposed 

Deepfake Image Detection System provides a 

reliable, scalable, and efficient mechanism for 

detecting manipulated images and supporting 

digital content verification. Future work may 

focus on extending the framework to video 

deepfake detection, transformer-based 

architectures, real-time processing, and cloud-

enabled deployment for broader applicability and 

improved robustness against emerging deepfake 

generation techniques. 
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