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Abstract  
Operational storage teams sometimes treat filesystem-check results (for example, fsck reports) as proof of 

physical disk failure, leading to premature retirement of storage devices and avoidable replacement costs. 

This article clarifies the critical distinction between filesystem integrity failures and physical media failures. 

Filesystem-check utilities evaluate metadata consistency and can repair many classes of corruption, but they 

do not, by themselves, determine whether the underlying device has failed physically. Physical failure must 

be assessed separately at the block device layer using read/write verification patterns. We outline an 

evidence-based triage workflow: isolate filesystem corruption (often triggered by unplanned shutdowns or 

improper unmounts), independently evaluate device health via block-level scanning, and—when limited 

physical defects exist—salvage device value by excluding bad regions and re-exposing the remaining good 

regions via block mapping. We describe a practical approach using Linux device-mapper linear mapping to 

compose only healthy extents into a new logical block device suitable for filesystem creation and 

restoration. In production settings, this approach reduced unnecessary disk retirement and improved storage 

cost efficiency while maintaining rigorous data integrity standards.  
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Introduction  
Production datacenters have storage infrastructure that is subject to multiple types of failure modes such as 

power failure, software malfunctions, and gradual hardware degradation. Operation teams are often faced 

with situations where filesystem-check programs identify structural errors which need to be diagnosed and 

fixed. One of the typical operational patterns is to consider severe filesystem-check errors to be systemic to 

disk hardware failure and then immediately retire and replace them.  

This confusion of filesystem corruption with physical media failure, though operationally convenient, 

results in systematic over-retirement of storage media. Numerous devices reported by filesystem tests are 

always physically sound, and corruption is caused by events during operation, e.g. unexpected power failure 

or wrong shutdown procedures, and not by media deterioration. Operating system reliability analysis shows 

that software-level faults are often presented as data corruption without necessarily showing a hardware 

failure. Analysis of thousands of bugs found in software programs has shown that very serious bugs are 

those that concern the incorrect handling of error, such as the failure to check the return value of important 

operations and the assumption that function calls will never fail. Such software-layer failures may leave 

systems in inconsistent states, where they exhibit corruption patterns that are often severe but arise out of 

unfinished metadata transactions and are not due to physical media issues [1].  

An empirical storage reliability study has evidence that operational practices have a substantial impact on 

the replacement rates. Facts gathered from the field data of more than 100,000 disk drives reveal that the 

replacement rates of the disk drives range between less than one percent and over thirteen percent per year, 

varying by disk drive model and operational conditions. This study proves that failure specifications 
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provided by the manufacturer have little to do with the real field failure rates and that the quality of the 

diagnostic directly affects the possibility of putting devices into retirement or even retiring them before the 

time [2].  

This paper provides a framework of diagnosis that distinguishes between filesystem integrity testing and 

physical device health testing. The outline answers a number of important questions. Which properties are 

proven by filesystem-check tools, and are these failure modes out of scope? Metadata integrity and 

structural integrity,, such as superblock integrity, inode linkage, and allocation bitmaps, are verified by 

filesystem-check utilities. They are not able to evaluate the physical capability of the storage device to be 

able to read and write sectors reliably.  

What can be done to check the physical media health at the block device level? Physical verification 

involves direct tests on the block devices in the form of read and write patterns below the filesystem 

abstraction. Block-level scanning determines the unreadable sectors, the error levels, and the latent defects. 

The field experiments on disk failure behavior affirm that physical media errors have individual patterns,, 

with some drives having isolated bad sectors that do not propagate,, whereas others may have a rapidly 

increasing number of error counts signifying failure imminence [2].  

What is the safest way of retaining devices with small physical defects using bad-block exclusion and 

capacity recovery? Contemporary storage stacks offer the capability to separate defective areas and 

assemble correct health extents into logical devices. In the case of small, localized, and enduring defects, 

capacity recovery through policy does not decrease the value of devices and does not damage the integrity 

of data.  

How are backup and restore procedures relevant to ensuring that there is a guarantee of the integrity of data 

throughout the recovery process? Backup infrastructure allows one to make sure decisions when triaging. 

In situations where filesystem repair confidence is low or physical defects are present, verification-based 

restores are deterministically correct. This is a way of linking to the fundamental problem in the study of 

the reliability of operating systems, that partial error processing can lead to in-place corruption rather than 

to in-place repair [1].  

This is not aimed at promoting risk-taking but at substituting the use of assumptions in making decisions 

with the use of evidence-based diagnosis. The model guides repair in case corruption is proven to be 

confined and recoverable, restoring in case of lack of integrity assurance, and retiring hardware in case of 

physical verification proving reliably operating devices.  

  

2. Filesystem integrity vs physical media health  

2.1 Filesystem integrity: what fsck checks  
A filesystem is a collection of on-disk data structures such as superblock, group descriptors, journals, inodes, 

directories, allocation bitmaps, extent trees, and other metadata that should be in agreement. The validity 

and repair of those structures is performed by filesystem-check utilities on the basis of the rules of the 

filesystem.  

As an example, ext4fsck can check metadata consistency, find orphaned inodes and directory corruption, 

and fix a variety of logical corruption cases. The ext4 filesystem was developed out of the ext3 filesystem, 

but it had architectural improvements to enhance its scalability and performance. Journaling was added to 

the ext3 filesystem to introduce crash recovery semantics to the system to enable restarting or reversing part 

of the transactions in the case of an unplanned shutdown [3]. The output will give information on whether 

one can safely get the filesystem to a consistent state and mount it or not. More importantly, certification of 

successful fsck only confirms that metadata structures are compliant with filesystem rules. It does not 
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guarantee that all user information is available, that the cause of the corruption was removed, or that the 

storage device on which the information is stored is physically sound.  

1 AV filesystem-native rebuild and 2 AV external checking.  

Rebuild-style recovery with filesystem-specific knowledge of internal structures has been previously 

offered by some filesystems. Indicatively, Novell storage services have been reputed to provide recovery 

facilities that are able to rebuild the state by extensively examining internal structures as opposed to being 

limited to external checking of consistency.  

Whether the repair is done with external fsck or filesystem native rebuild tools, the goal is the same: either 

find out if the filesystem can be brought into a consistent state to continue operation in the future, or they 

need to recover the system by restoring the files using backup tools. This decision on whether to repair and 

go straight to restore must be motivated by clear parameters such as the extent of corruption (is it corrupted 

data or metadata), the level of confidence confirmed by repair tools, and the post-repair verification of the 

expected system condition.  

2.3 The physical medium health: the meaning of disk failure  

The Physical disk failure is concerned with the reliability of the underlying device in reading and writing 

sectors. A disk can fail physically either because of wear of the medium, latent sector, controller, powerloss 

behavior, write-cache interactions, or environmental factors or a combination of these.  

Studies of disk failure modes in manufacturing settings show that physical failures occur in a wide range of 

modes that are not detectable only based on filesystem-layer symptoms. Empirical studies of more than 

100,000 disk drives (large scale) have proven that SMART parameters are measurable, but imprecise, 

predictors of a looming failure. Through analysis, scan errors are highly correlated with drive failures, and 

drives with scan errors are much more likely to fail in sixty days. On the same note, reallocation counts are 

found to be correlated with later failure, although many drives still survive even with non-zero reallocation 

activity. Offline uncorrectable sectors also correlate with elevated failure probability [4].  

A crucial operational reality is that filesystem corruption can occur on a physically healthy disk, especially 

after unplanned shutdowns, improper unmounts, reset storms, software defects, or other interruptions that 

leave metadata updates incomplete or inconsistent. Field observations demonstrate that while certain 

SMART attributes correlate statistically with failure, their predictive power remains limited. The majority 

of drive failures occur without strong warning from SMART metrics, and conversely, many drives 

exhibiting elevated SMART error counts continue operating reliably [4].  

Thus, filesystem integrity and device health are separate hypotheses that require separate evidence. 

Establishing filesystem corruption requires running filesystem-check utilities and interpreting their output 

regarding metadata consistency. Establishing physical device failure requires block-level verification 

through read and write test patterns, SMART attribute monitoring, and error rate measurement over time.  

  

3. Why Filesystem-Check Output Is Not Evidence of Disk Failure  
Checks of the filesystem tend to provoke emergency actions, as they may present drastic structural problems 

that are disastrous when presented separately. Nevertheless, experience in operation and studies of failure 

modes in storage show that there are three crucial points that should be used to make any decision to retire 

hardware due to filesystem error only.  

To begin with, metadata inconsistency is not like bad sectors. Filesystem integrity tools are logical layer 

tools, which look at data structures determining the way files are arranged, named, and accessed. When the 

orphaned inodes, directory corruption or bitmap corruption are reported by fsck, structural violations of the 

logical model of the filesystem are being reported. Such breaches can be due to unfinished write sequences, 
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Artificial replay errors, or transactional anomalies that can occur fully inside the software stack. The 

corruption of a filesystem is possible when all of the underlying storage blocks have not been physically 

damaged, even though they may be physically readable and writable. Wide-scale examination of corruption 

events in the production storage systems has shown that silent data corruption can be in various failure 

modes spread across the storage stack and corruption is not only at the disk level but can also be in RAID 

controllers, device drivers and filesystem layers. A study of millions of drive-days of working data 

established that the instances of corruption are not necessarily associated with the drive SMART parameters 

or other conventional metrics of physical media failures [5].  

Second, corruption of the file system is known to occur due to unplanned shutdowns or partial journals. 

Loss of power can also leave the internal state of the filesystem inconsistently updated when power is lost 

unintentionally, when the system is forcefully rebooted during active I/O operations, or when the kernel 

panics, which may cause inconsistencies in the internal state of the filesystem while a transaction is ongoing. 

Ext4 uses journaled file systems, intended to recover in the event of this by replaying the transactions, but 

there are edge cases where recovery mechanisms cannot restore the consistent state completely. Studies of 

hundreds of service failures in cloud infrastructure have shown that storage-related failures are a significant 

type of service failure, and distributed storage systems are more susceptible to cascading failures triggered 

by comparatively small triggering incidents. These results support the idea that filesystem corruption that 

occurs when operations are interrupted is a common reaction of the system to outside factors and does not 

necessarily reflect media degradation [6].  

Third, errors in the sector can still allow the device to work provided that the number of errors is limited 

and the system has an opportunity to bypass those areas based on a specified policy. Contemporary storage 

management systems are aware of the fact that a single defect will not make a device useless. Storage stack 

analysis has demonstrated that corruption can be spatially and temporally localized, i.e., defects will likely 

occur in a particular part or sector instead of a general breakdown of the devices. Isolated events of 

corruption that are not followed by progressive degradation patterns can be detected, highlighted, and 

shunned from further use, but the rest of the device can be used reliably [5].  

Hence, file-only-based replacement decisions can be observed to overestimate physical failure rates 

systematically. Organizations that use fsck errors as conclusive evidence of disk failure pay replacement 

costs they do not need, waste potentially recoverable capacity, and cause inefficiency. The right solution 

involves divorcing filesystem integrity checking and physical media health checking, performing 

independent block-level testing, and evidence-based setting of system thresholds that can be used to signal 

between recoverable logical corruptness and actual hardware failure [5][6].  
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Figure 1. Filesystem errors versus physical errors. [5, 6]  

  

4. Evidence-Based Triage Workflow  
This section presents a realistic operational workflow on how the operations teams should respond to storage 

incidents wherein filesystem integrity breaches have been identified. The process is designed in such a way 

that logical corruption is not related to the physical failure and that the evidence is collected systematically 

and that the decision-making is made using the policies.  

Step 1: Determine the domain of failure  

The first diagnostic step involves establishing whether the problem is limited to filesystem metadata 

consistency or there are evident I/O errors in the block layer in the form of timeouts, medium errors, or 

repeated read failures. This distinction is important as it guides the further recovery measures in totally 

different ways. Experiments into failure modes in sophisticated storage systems have shown that the 

interplay between operating system components, device driver and storage hardware forms many possible 

failure points that need to be diagnosed in a systematic manner. Experiments on driver reliability have 

discovered that drivers with clear signs of latent defects can generate symptoms that can be superficially 

similar to hardware failures,, such as I/O errors, time-outs, and data corruption, when placed under specific 

workload patterns [7].  

Step 2: The next step is to do filesystem repair or rebuild as required  

After determining the failure domain and, when there is evidence to indicate that the problem might be more 

of a logical than a physical process, the second step is to invoke filesystem-specific repair Gunnery like 

fsck on ext4 and rebuild-style gunnery where necessary. An operation of validation and monitoring can be 

carried out in case of successful repair and successful mounting the filesystem. But when repair is partial, 

or when it is felt that the filesystem is still not clean, or when the consistency of the filesystem can no longer 

be guaranteed after recovery by repair, then it is safer to continue by using restore-based recovery of 

knowngood backups. The study of the behavior of complex storage stacks has established that corruption 

and integrity violations may propagate across multiple layers in case early failures are not contained 

appropriately [7].  
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Step 3: Health check on the block layer independently  

Physical media health should be assessed regardless of the result of filesystem-check through block-level 

read/write verification patterns. On Linux systems, block device-level tools like badblocks can be used to 

check the unreadable areas, consistency of write-reads, and latent sector errors. Based on the risk tolerance 

of an organization, read-only scanning is usually the first diagnostic a team applies,, and then write-mode 

scanning is retained as a destructive method when the data is already backed up or the device is being 

repurposed. Empirical research of the cloud computing infrastructure reliability done on a large scale has 

determined that the various hardware components have different failure modes and that diagnostic methods 

should be specific to the failure modes of each type of component [8].  

Step 4 - Decision made, policy-driven  

Using the evidence collected in the steps above, the operations teams are able to make evidence-driven, 

policy-based decisions on the disposition of devices. In case block-level health verification reveals that the 

device is stable, and no physical defects are identified, the incident should be treated as a logical filesystem 

issue, and recovery can proceed through repair or restore, followed by return to service. If limited defects 

exist, organizations can choose to exclude the defective regions and continue using the remaining capacity 

if operational policy permits. If defects are widespread, rapidly growing, or exhibit patterns consistent with 

progressive physical failure, the device should be retired according to predefined operational thresholds. 

Studies of hardware reliability in cloud computing environments have shown that establishing clear failure 

thresholds and replacement policies is critical for managing large-scale infrastructure cost-effectively while 

maintaining service reliability targets [8].  

  

  
  

Figure 1. Integrity triage pipeline. [8]  

  

5.  Bad Blocks that are not many do not necessarily have to be fully retired  

5.1 Failed devices, partially, and service life  

Even a device that has a few bad blocks can tend to offer significant capacity to be used, without having to 

compromise the data integrity or the overall reliability of the system. In current storage stacks, small defects 

are frequently dealt with in several complementary ways, such as remapping a spare sector at the device 
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firmware level, redundancy in RAID and erasure coding schemes, and avoiding bad blocks at the 

blockmapping layer.  

With respect to costs, a single localized failure in a single device can require discarding the entire device, 

which can be unreasonably expensive when dealing with large fleets where single localized failures might 

be permitted but might remain stable over time. Studies on availability properties in distributed storage 

systems around the world have given empirical support to the nature of the operational reality of storage 

failure at scale. It has been found that the transient errors are a major portion of the error events that are 

observed, and that these transient failures do not always imply long-term degradation of the device that 

needs to be replaced immediately. The experimental finding that storage systems can continue to operate 

successfully under a continuous low-level error condition in its devices, even in the cases where the error 

rates are found to be below acceptable limits, justifies operational strategies that keep the partially degraded 

devices in service as long as the error patterns do not exceed acceptable limits [9].  

5.2 Policy of retirement thresholds  

The companies can be able to establish objective thresholds where decision criteria are made based on 

quantitative data as opposed to binary assumptions of failure on the devices. These limits may include 

various aspects of defect characterization, such as a limited number of bad blocks, an increase in bad block 

count over time, and undesirable error patterns such as new bad blocks occurring relatively often or being 

concentrated in regions, indicating progressive failure.  

Studies that use machine learning techniques to predict hard drive failures have established that disk drive 

failures can be forecasted meaningfully using patterns of SMART attributes and operational telemetry. 

Research has established that some SMART characteristics, such as scan errors, reallocation counts, 

probational counts and seek error rates, give a strong predictive indication of soon-coming failures and that 

a statistical model using many attributes is much more predictive than when using single threshold values. 

It has been analyzed that although predictive models are able to attain detection rates where a large 

percentage of drives that will fail are able to be detected beforehand, false positives are also produced by 

the same models. These results contribute to the implementation of policy-related models of retirement that 

specify acceptable amounts of risks, multiple SMART characteristics, the changes of defect growth curves, 

and constant improvement of thresholds influenced by the real results [10].  

  

6. Capacity Recovery through Block Remapping (Linux Device Mapper).   
When the policy permits a device with known limited defects to be used, a pragmatic implementation is to 

restrict this device to expose just the good regions as a clean logical block device instead of the bad ones.  

6.1 Concept  

The capacity recovery process is systematic and aimed at segregating the faulty areas and restoring a 

functional storage drive using the rest of the healthy capacity. It starts with determining good ranges of 

blocks and bad ranges of blocks based on the block-level scan data. The second step after defining the defect 

map is to construct a mapping between good ranges into a new linear address space including only the 

healthy extents. The third step will make a new block device with only good ranges. Having the clean logical 

device in place, the fourth step is to create a filesystem on the new mapped device. The last step involves 

restoring data from backup or rehydrating from known-good source  

The ability of the operating system design and storage management architecture to be designed with logical 

abstraction layers has proved the strength of decoupling of physical storage layout and the logical 

appearance of storage available to applications and file systems. The architectural principle of filesystems 

operating based on abstract block devices instead of touching physical hardware forms the basis of capacity 
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recovery mechanisms of physically degraded hardware to be transformed through mapping layers into clean 

logical devices acceptable to file system creation and data recovery [11].  

6.2 Linear mapping strategy (conceptual)  

The Linux device mapper allows multiple good extents to be constructed into a single logical device by 

listing only healthy regions in its mapping table. The mapping may simply omit the faulty areas by omitting 

them in the table and essentially provide a hole in the physical address space that will never be used. To do 

capacity recovery with partially damaged devices, this mapping table is built with only those physical 

extents known to be healthy by block-level scanning, and any range that contains damaged sectors is left 

out.  

The environment-specific implementation commands are excluded, and instead, this article is dedicated to 

the design pattern and the operation decision framework. The most important thing is that when interposing 

a mapping layer between the filesystem and the physical device, organizations can gain the possibility to 

selectively exclude problematic regions without interfering with access to healthy ones.  

The application of abstractions of Mapping in the application of virtualization systems has considered how 

physical resources can be managed flexibly by logical inversion using mapping. The general rule of these 

virtualization methods is that logical abstractions independent of physical resources, represented by 

mapping tables, allow elaborate resource management policies; this also concerns storage virtualization,, in 

which device-mapper offers the indirection layer required to support selective region exclusion and capacity 

recovery [12].  

  

  
Figure 3. Bad-range exclusion and remapping. [12]  

  

7. Generalized Production Case Summary  
There was an operational practice in a large-population production environment of HDDs and SSDs, in 

which devices were retired on a filesystem-check basis, largely. Reported serious errors in the course of a 

fsck operation, or inability to mount the filesystem after an integrity violation, used to signal the common 

response of declaring the device a failure and launching device replacement processes without any 
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independent verification of physical media integrity. Although this conservative method is supposed to 

reduce risk of data loss, it ended up giving systematic early retirements of machines that had a root cause 

in logical filesystem corruption and not physical deterioration of the media. The author presented new 

evidence-based workflow, which divided filesystem integrity evaluation and physical device health 

evaluation into different diagnostic pathways, defining different diagnostic routes of metadata consistency 

and block-level device reliability.  

Independent physical media health assessment using block-level verification tools, with the author 

discovered that some proportion of devices identified by filesystem checkpointing were physically healthy 

when tested to the full block device layer over read and write pattern testing. The observation of the 

operational situation that led to these filesystem integrity failures indicated that the incident cause was 

highly associated with unplanned shutdown behavior and misuse of the unmount conditions instead of 

media failure. There were events of unexpected power cuts, forced system reboots in troubleshooting, kernel 

panics in the middle of active I/O processes, and other operational failures that resulted in the filesystem 

operations being cut off mid-flight, with metadata structures in inconsistent states becoming the cause of 

the errors of fsck when next attempting to mount the filesystem. The recovery process was guided by the 

workflow based on repair or restore actions, based on the confidence of integrity, and filesystem repair tools 

were used when corruption patterns were recoverable, and the backup restore was used when metadata 

damage was severe or when integrity was not confident enough to ensure its continued integrity. When there 

were deliberate physical defects, and policy allowed incomplete, degraded devices to be used, the author 

has recreated usable block devices by filtering out the defective ranges found with block-level scanning and 

writing healthy extents using linear mapping algorithms. The device-mapper paradigm allowed the 

construction of logical block devices which showed only valid healthy parts to the filesystem layer, and the 

bad sectors and bad ranges were completely left out of the logical address space. After logical device 

reconstruction, new file systems were mounted on the remapped devices, and data was mounted back up on 

known-good backups so that the recovered storage infrastructure did not have any residual corruption, and 

capacity was reclaimed on devices that would otherwise have been retired unnecessarily. This strategy 

decreased the unwarranted device disposal and enhanced cost-efficiency within storage and ensured that 

there were tight controls on the integrity of data. Studies of operational practice in large-scale storage 

deployments have shown that the systematicity of failure diagnosis and recovery may be of significant 

operational value such as a lower cost of hardware replacement, better use of resources, and more 

predictable decision-making. Analysis of the economics of storage management has indicated that hardware 

acquisition is a substantial portion of the total cost of ownership of storage infrastructure, and that a policy 

that facilitates safe continued storage of partially degraded devices can produce a valuable cost savings 

without affecting reliability when used in a context of correct risk management. The example of the 

evidence-based triage workflow can be regarded as the reflection of the operational principle, according to 

which evidence-driven decisions will yield more successful results than ad hoc solutions dictated by 

incomplete information and conservative assumptions [13].  

  

8. Guidelines and Precautions of Operation  
Evidence-based storage triage implementation should be thoroughly considered with regard to operational 

procedures and safety measures to be avoided, so that diagnostic and recovery operations do not, without 

purpose, result in an additional loss of data or a system violation. The following recommendations are 

exemplary of the best practices in terms of maintaining a balance between the extended investigation and 

necessity of preserving evidence and securing data during the triage and recovery operation.  
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To start with, the evidence should be stored initially by recording logs and error patterns prior to carrying 

out destructive operations. In the event of a storage incident, the initial state of the system will include 

diagnostic information that is critical, such as kernel logs of errors, filesystem check output, SMART 

attributes, device error counters, and timestamps that may show correlation between operational events and 

the observed failures. Such evidence ought to be gathered and stored in an organized manner prior to any 

remedial measures that could modify the condition of a device or modify diagnostic data. Destructive 

actions such as write-mode block scanning, file system repair actions that alter metadata structures, or even 

device reformatting permanently damage the evidence and can destroy the chance of root cause analysis or 

even data recovery by other methods in the event that initial data recovery efforts are unsuccessful. Second, 

it is better to restore to correctness with low integrity confidence because it can be considered safer than 

trying to repair a wide range of corruption with higher integrity when the scope of the corruption is not 

known or when the metadata can not be fully rebuilt by repair tools. Although filesystem repair is capable 

of repairing most types of corruption, in some cases metadata damage is so severe that automated repair is 

no longer possible, silent corruption may remain after the repair has been completed, or the risk of using a 

filesystem of unknown integrity is higher than the cost of doing a complete restore. The study of data 

integrity and recovery plans has focused on the fact that the backup and restore processes are the surest way 

to a known-good state in cases where the integrity of the system has been damaged or lost by compromise 

or failure and that trying to resume the operation of the repaired systems without complete verification of 

the systems makes the systems prone to further failures, data loss or propagation of corruption [5].  

Third, write-mode block scanning should be used safely, and it should be realized that write-based 

verification can destroy data and should be applied only in the instances of backup confirmation or when it 

is possible to repurpose the device. Read-only block scanning offers non-destructive evaluation of device 

well-being by trying to read every sector and recording any read errors but cannot detect write path errors 

or confirm that information has been composed to the device and can be effectively read. Write-mode 

scanning is a more extensive test that writes known patterns to all blocks and checks the correct extent of 

readback, but consequently overwrites existing data and can only be done when data are not needed. The 

business decision to use write-mode verification has to be taken cautiously depending on the assured backup 

and the clear recognition of the fact that the current contents of the devices would be destroyed. Fourth, 

define retirement thresholds using objective criteria, including count, rate, and distribution of defects, to 

drive decisions rather than relying on subjective judgment or binary failure assumptions. Effective 

retirement policies specify quantitative thresholds such as maximum acceptable bad block count, maximum 

rate of new defect appearance over time, and patterns that indicate progressive failure, such as clustering of 

defects in specific device regions or correlation between defect appearance and operational stress. These 

objective criteria enable consistent decision-making across the organization and allow threshold refinement 

based on observed outcomes and evolving understanding of device failure modes. Research examining 

storage fleet management at scale has shown that explicit policy frameworks produce more consistent and 

cost-effective outcomes than ad hoc individual decisions and that policies calibrated to operational 

experience achieve a better balance between replacement cost and reliability risk than generic manufacturer 

recommendations or overly conservative default thresholds [13].  

Fifth, monitor over time,, recognizing that stable isolated defects may be acceptable under policy while 

rapidly increasing defects should trigger retirement. A device exhibiting a small number of bad blocks that 

remain stable across multiple verification scans may be safely retained in service with appropriate badregion 

exclusion, whereas a device showing progressive growth in defect count or new errors appearing at 

increasing frequency indicates active degradation requiring retirement. Longitudinal monitoring of device 

health metrics enables the detection of degradation trends that may not be apparent from single-point-intime 
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assessments, and integration of historical context into retirement decisions improves the prediction of which 

devices will experience further failures versus which devices have reached a stable, degraded state. Studies 

of predictive failure modeling have demonstrated that temporal patterns in error appearance provide 

stronger signals of imminent failure than absolute error counts, and that tracking defect growth trajectories 

enables more accurate risk assessment than static threshold evaluation [5].  

  

10. Conclusion  
Filesystem-check output is a critical signal of filesystem integrity, but it should not be treated as proof of 

physical disk failure. The fundamental distinction between logical metadata corruption and physical media 

degradation represents one of the most important diagnostic separations in operational storage management, 

yet this distinction is frequently conflated in practice, leading to systematic misattribution of failure causes 

and inappropriate remediation responses. When filesystem-check utilities report errors, they are certifying 

findings about the consistency and validity of filesystem data structures including superblocks, inode tables, 

directory entries, allocation bitmaps, and journal states. These findings provide essential information about 

whether the filesystem can be mounted safely and whether data can be accessed reliably through the 

filesystem interface. However, filesystem-check results do not, by themselves, determine whether the 

underlying storage device has experienced physical failure at the media level. A filesystem can become 

corrupt due to software defects, interrupted transactions, improper shutdown sequences, or other 

logicallayer disruptions even when every physical sector on the disk remains perfectly readable and 

writable. Conversely, a device can exhibit physical media degradation while the filesystem structures 

remain logically consistent. The operational error of treating filesystem-check failures as definitive 

indicators of disk failure creates a systematic bias toward premature hardware replacement, discarding 

devices that retain substantial value and reliability while attributing the wrong root cause to the incident.  

Physical failure requires separate block-level verification conducted independently of filesystem-layer 

diagnostics. This verification must assess the device's ability to reliably perform read and write operations 

at the block device layer, testing sector accessibility, data retention, write-read consistency, and error rates 

under controlled verification patterns. Tools operating at this layer can detect latent sector errors, media 

wear, controller faults, and other physical defects that may not manifest during normal filesystem operations 

but which indicate actual device degradation. The independence of block-level verification from filesystem 

assessment is essential because it provides direct empirical evidence of device health that is not confounded 

by the state of higher-layer software structures. Research examining storage failure modes at scale has 

consistently demonstrated that filesystem corruption events and physical device failures represent distinct 

failure domains with different triggering causes, different temporal characteristics, and different 

remediation requirements. Attempting to infer physical device health from filesystem-check results alone 

represents a category error that ignores the layered architecture of modern storage stacks and the reality that 

failures at one layer do not necessarily imply failures at other layers.  

By applying an evidence-based triage workflow that systematically separates these diagnostic domains— 

repairing or restoring filesystems based on integrity confidence, verifying device health independently 

through block-level testing, and excluding limited defective regions through block remapping where policy 

permits—organizations can make more accurate failure attributions and more appropriate remediation 

decisions. The workflow begins with establishing the failure domain by determining whether observed 

errors manifest at the filesystem metadata layer, the block device layer, or both. When filesystem corruption 

is detected without accompanying block-level errors, repair or restore represents the appropriate recovery 

path depending on the extent of corruption and the confidence in repair completeness. When block-level 
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verification reveals limited physical defects in a device that policy allows to remain in service, capacity 

recovery techniques using logical volume mapping enable exclusion of defective regions while preserving 

access to healthy capacity. This approach transforms partially degraded devices into clean logical block 

devices suitable for filesystem creation and data restore, reclaiming value that would otherwise be lost 

through premature retirement. The policy framework surrounding these decisions enables organizations to 

define explicit, objective criteria for device retention versus retirement based on defect counts, growth rates, 

spatial distribution patterns, and other quantitative evidence rather than relying on binary assumptions that 

any error requires immediate replacement.  

Organizations can reduce unnecessary device retirement and reclaim value from storage investments while 

maintaining rigorous data integrity standards through systematic application of this evidence-based 

approach. The economic benefits of avoiding premature replacement are substantial in large-scale 

deployments where hardware acquisition costs represent a significant component of total storage 

infrastructure expenses. Devices flagged by filesystem checks but found to be physically healthy through 

independent verification can be returned to service after repair or restore, eliminating replacement costs 

entirely for these incidents. Devices exhibiting limited stable physical defects can continue operating 

productively when defective regions are excluded and monitoring confirms that degradation is not 

progressive, extending useful device lifetime and amortizing capital investment over longer operational 

periods. These cost efficiencies do not come at the expense of data integrity because the workflow maintains 

strict separation between diagnostic evidence and remediation actions, ensuring that devices are retained 

only when empirical verification confirms their continued reliability and that data is always restored from 

known-good sources rather than relying on filesystems of uncertain integrity. The operational discipline of 

preserving evidence, conducting independent verification at multiple layers of the storage stack, defining 

explicit retirement thresholds, and monitoring device health over time creates a framework where cost 

optimization and reliability assurance reinforce rather than conflict with each other.  

The broader principle exemplified by this workflow extends beyond storage management to encompass 

systematic evidence-based decision-making in complex technical systems. When systems exhibit failures 

or anomalies, the instinct to take immediate conservative action can lead to overreaction that discards 

valuable resources based on incomplete diagnosis. The alternative approach demonstrated here— 

systematically gathering evidence across multiple system layers, testing specific hypotheses about failure 

causes, applying domain-appropriate diagnostic techniques, and making decisions based on empirical 

findings rather than assumptions—produces better technical and economic outcomes. This methodology 

requires operational maturity including well-defined processes, calibrated decision thresholds, longitudinal 

monitoring capabilities, and organizational willingness to invest diagnostic effort before taking irreversible 

actions. The payoff for this investment is more accurate understanding of actual system behavior, more 

appropriate responses to failures, better resource utilization, and ultimately more reliable and cost-effective 

infrastructure operation.    

Appendix A — Evaluation Approach  
To protect confidential operational details, results are expressed using qualitative summaries and normalized 

indices where the baseline condition is defined as 1.00. 
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A.1 Operational Outcome Summary  

Outcome area  Baseline practice  
Evidence-based triage 

practice  
Result  

Disk retirement 

decisions  

Triggered primarily by 

filesystem-check 

outcomes  

Driven by block-level health 

evidence and policy 

thresholds  

Fewer unnecessary 

retirements  

Recovery 

correctness  

Mixed (repair vs 

replace)  

Repair/restore decision based 

on confidence and  

evidence  

More consistent 

recovery  

Cost efficiency  Higher replacement rate  

Lower replacement rate: 

selective salvage when  

permitted  

Reduced 

replacement cost 

pressure  

Time-todecision  Often immediate 

replacement  

Structured triage and defined 

thresholds  

More reliable 

decisions  

Table A1. Outcomes after adopting evidence-based triage  

  

A.2 Normalized "Replacement Avoidance" Template  

The following template can be used to express impact without disclosing counts:  

● Baseline replacement index = 1.00  

● Post-change replacement index = 0.xx  

● Replacement avoidance = 1.00 − 0.xx  

This normalized approach enables organizations to quantify the impact of evidence-based triage practices 

while preserving the confidentiality of absolute device counts, failure rates, and other operational metrics 

that may be proprietary or sensitive.  

Appendix B—Impact Statement  

The author introduced an evidence-based storage triage workflow that separated filesystem integrity failures 

from physical disk failures. This prevented premature retirement of storage devices based solely on 

filesystem-check reports and replaced it with block-level verification and policy-driven decision thresholds. 

In cases of limited physical defects, the author recovered usable device value by excluding failed regions 

and remapping healthy ranges into a new logical block device suitable for filesystem creation and restore. 

This approach improved correctness of operational decisions, reduced unnecessary replacements, and 

lowered storage replacement cost pressure while maintaining strict data integrity controls.  
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