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Abstract 

Multicloud and distributed infrastructures be adopted quickly has resulted in a growing avalanche of 

security telemetry produced by applications, networks and endpoints. Consuming, correlating, and 

analyzing this high-velocity data efficiently in real-time is a core problem faced by the modern day 

security operations. In this paper we discuss the architecture and implementation of a cloud native 

scalable distributed system for real-time security telemetry ingestion and threat detection. 

Leveraging microservices, container orchestration and event-based streaming frameworks 

specifically for high throughput, low latent and fault tolerant dynamic workloads. A distributed 

ingestion pipeline, built on message brokers and stream processors, operationalizes the telemetry 

data normalization and enrichment, whereas ML-based anomaly detection models in tandem serve 

smart threat detection. It provides horizontal scaling, dynamic resource management and fault 

tolerant recovery to cater for surging telemetry rates and changing attack behaviors. Experiments 

verify that our solution is effective at achieving high i-Theft rates with low processing overhead, 

while ensuring accurate and timely threat detection in distributed cloud settings. The findings indicate 

the promise of cloud-native approaches to consider how to augment continuous security monitoring 

and deliver proactive defense in large-scale distributed systems. 

Keywords: Cloud-native systems, distributed architectures, security telemetry, real-time threat detection, 

scalable stream processing. 

1. INTRODUCTION 

The move to digital for businesses and the increasingly universal adoption of cloud computing has 

radically changed how modern applications are built, deployed and managed. Scalability, agility and 

high availability demand that organizations embrace cloud-native architectures, microservices and 

distributed systems. But this change also widened the attack surface and accelerated the amount of 

volume, velocity and variety of security-related telemetry coming out of cloud workloads, networks, 

containers, APIs and user interactions. The ability to consume and process effectively such a large 
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stream of security telemetry in real time has become an essential need for proactive threat detection 

and incident response. 

Legacy security monitoring systems are built for static, on premises configurations and batch 

oriented log analysis. These solutions do not handle the dynamism in cloud-native systems where 

resources are transient, workloads scale adaptively, and traffic patterns evolve quickly. This approach 

has limitations and can lead to a long delay in threat detection, slow time to process, and low visibility 

of the distributed environments. While cyberattacks are increasingly automated and sophisticated, 

modern security operations centers need robust, scalable telemetry pipelines capable of processing 

millions of events per second with no compromise in accuracy or performance. 

The recent advances in cloud-native distributed systems offer a promising basis for tackling these 

challenges. The likes of container orchestrators, event-driven architectures, and distributed streams 

processors now bring horizontal scalability, failover, and optimized resource utilization capabilities. 

By uncoupling telemetry producers and consumers as well as using asynchronous data streams, 

cloud-native systems are able to ingest high-throughput security data, all while preserving low end-

to-end latency. And it results from the fact that real-time analytics and machine learning models are 

in these pipelines, giving insight very quickly into things like anomalous behavior, potential break-

ins and brand new attack patterns. 

Even with these improvements, the design and engineering of a scalable security telemetry ingestion 

and threat detection platform are non‐trivial. Points-of-Interest in telemetry data that are solid 

candidates for Semaphore generation enable visual correlation of several different IoT devices. Issues 

to be addressed include: (i) accepting bursty and mixed types of telemetry sources; (ii) consistency 

and ordering of data ingested by the system; (iii) small latency overhead when processing the points-

of-interest request load injected by many clients or applications; and, (iv) ensuring fault-resistant 

operation even under failure conditions. Further, to achieve an effective real-time protection the level 

of accuracy in detecting the threat must be coupled with computational efficiency, especially at 

Internet-scale multi-cloud settings where monetory and service latency constraints dominate. 

In this paper, we tackle these challenges and introduce the design of a cloud-native distributed 

architecture that is tailored for real-time security telemetry ingestion and threat detection. The 

designed system utilises the microservices concepts, distributed messaging systems and stream 

processing engines to support elastic scaling and high availability. Normalizes, enriches and analyze 
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security telemetry in real-time for immediate security threat detection and anomalous activity. The 

system is architected to elastically grow as telemetry volume rises, and stay predictable in terms of 

performance and reliability at all times. 

The rest of this paper is structured as follows. Section 2 discusses related work and compares with 

prior solutions for processing security telemetry and real-time threat detection. In Section 3, we 

present the system architecture and design principles. The implementation details and the 

experimental evaluation are described in Section 4. Section 5 presents the major observations, 

limitations, and practical implications. Finally, Section 6 closes out the paper and details the future 

directions in scalable cloud-native security analytics. 

                   

figure 1. cloud-native distributed architecture for real-time security telemetry ingestion and threat detection 

II. LITERATURE REVIEW 

Research on scalable security monitoring and real-time threat detection has been greatly impacted by 

ever more complex cloud-native (also known as microservices) and distributed computing 

environments. Legacy security monitoring tools were built around centralized log collection and 

batch based analysis methods, which worked well on-premises but are not suitable for modern 

distributed systems due to limitations in terms of scalability and latency [1], [2]. When companies 
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started to move into the cloud, research began examining distributed log management and event 

correlation frameworks to solve this problem of rising telemetry amounts [3]. 

The advent of cloud-native architectures led to the introduction of microservices, containers and 

orchestration engines like Kubernetes, further expanding the amount and variety of collected security 

telemetry [4]. A number of studies have highlighted that decoupled and event-driven architectures 

are necessary to enable elastic ingestion and processing over high-throughput security data streams 

[5], [6]. Message brokers like Apache Kafka and RabbitMQ are popular choices for building fault-

tolerant telemetry pipelines that scale [7]. 

Stream processing systems have been a key enabler for doing real-time security analytics. It has been 

proven that distributed stream processing engines such as Apache Flink and Kafka Streams are 

effective for lowlatency event processing, stateful event analysis [8], [9]. These platforms also enable 

in-line normalization (i.e., well-known format), enrichment and correlation of security events, which 

is crucial to identify distributed attack patterns in real time [10]. 

In the meanwhile, threat detection methods have also been advancing from traditional signature-based 

mechanisms, to more sophisticated anomaly and machine learning based-detection. Rule-based IDS 

are good at detecting well known attack patterns and don’t work well for Zero-Day 

Attacks/Sophisticated threats [11]. To circumvent these limitations, machine learning based 

approaches have been introduced that examine anomalies in network traffic, system logs and user 

behaviors [12], [13]. 

 Supervised-unsupervised integration in real-time security analytics pipelines Recent works have 

investigated the combination of supervised and unsupervised learning methods within real-time 

security analytics. Unsupervised methods, like clustering and autoencoders, are very well- suited for 

detecting anomalies in telemetry data of high dimension when labelled datasets scarce [14], [15]. In 

the meantime, a hybrid solution that involves combining rule-based engine with ml models have 

been demonstrated to improve detection accuracy while minimizing false alarms [16]. 

Real-time threat detection systems are challenging to scale and harden. A number of works have 

emphasized the significance of horizontal scalability, fault-tolerance, and elastic resource 

management in maintaining consistent and predictable ex-performanc e despit e bursty teleme-try 

workloads [17], [18]. Cloud-native design strategies, such as containerization and microservices, are 

known to improve fault tolerance and ease system development and management [19]. 
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Multi-cloud and hybrid cloud Security Telemetry ingestion is additionally challenging because of 

data distribution, interoperability, and latency. Research has advocated unified telemetry aggregation 

layers and cross-cloud analytics systems for enhancing visibility and threat detection in diverse 

infrastructures [20]. Moreover, the adoption of security orchestration, automation and response 

(SOAR) solutions has been recognized to significantly decrease incident response time and 

operational overhead [21, 22]. 

However, while these solutions have made great strides, inbound solutions are typically targeted at 

one part of the problem (ingestion, analytics, detection), rather than taking a holistic end-to-end 

cloud-native approach to real-time security telemetry processing [23]. There is still a lack of work in 

building end-to-end, scalable systems that combine telemetry ingestion, stream processing and 

intelligent threat detection with low latency and operational efficiency [24]. This paper attempts to 

fill the gap by presenting and evaluating a holistic cloud-native distributed system for real-time 

security telemetry ingestion and threat detection. 

III. METHODOLOGY 

This section describes the proposed cloud-native distributed methodology for real-time security 

telemetry ingestion and threat detection. The methodology is structured around four core components: 

telemetry ingestion, stream processing and normalization, intelligent threat detection, and system 

scalability optimization. 

3.1 Security Telemetry Ingestion Model 

Let S={s1,s2,...,sn} denote a set of heterogeneous security telemetry sources, including endpoints, 

network devices, cloud services, and applications. Each source generates telemetry events at a rate λi 

(events/second). The total telemetry ingestion rate Λ is defined as: 

                                                                    (1) 

To ensure reliable ingestion under bursty workloads, an asynchronous message broker is employed. The 

effective ingestion throughput Tingest is modeled as: 

                                              (2) 

where Cbroker represents the maximum throughput capacity of the distributed message broker. 
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3.2 Stream Processing and Event Normalization 

Incoming telemetry events are processed using a distributed stream processing engine that performs 

normalization, enrichment, and correlation. Let E={e1,e2,...,em} denote the stream of ingested 

events. 

The processing latency for each event ej is expressed as: 

                                (3) 

where Lnorm,Lenrich, and Lcorr correspond to normalization, enrichment, and correlation latencies, 

respectively. 

The average end-to-end processing latency 𝐿 over a window of mmm events is computed as: 

                                                (4) 

3.3 Threat Detection and Anomaly Scoring 

Threat detection is performed using a hybrid approach combining rule-based logic and machine 

learning–based anomaly detection. Each processed event ej is represented as a feature vector xj  ∈ ℝd.
 

An anomaly score A(ej)  is computed using a statistical or learning-based model: 

                                                       (5) 

where f(⋅) denotes the anomaly detection function. A security event is classified as malicious if: 

                                                          (6) 

where θ is a predefined detection threshold. 

For hybrid detection, the final threat score T(ej) is calculated as: 

                                                (7) 

where R(ej) represents the rule-based risk score and α∈[0,1]  balances learning-based and rule-based detection. 
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3.4 System Scalability and Resource Optimization 

The system leverages horizontal scaling to handle increasing telemetry volumes. Let k denote the 

number of processing nodes. The system throughput Tsys is defined as: 

                                                          (8) 

where Tnode is the average throughput per node. 

Scalability efficiency η is measured as: 

                                                               (9) 

Resource utilization U is computed to ensure cost-efficient operation: 

                                                                  (10) 

where Cused and Callocated  represent used and allocated computational resources, respectively. 

3.5 Fault Tolerance and Reliability 

To ensure system reliability, telemetry streams are replicated across distributed nodes. The 

probability of successful event processing Psuccess is expressed as: 

                                                        (11) 

where pi is the probability of successful processing at node i. 

3.6 Performance Evaluation Metrics 

The effectiveness of the proposed methodology is evaluated using standard metrics: 

• Throughput: Events processed per second 

• Latency: End-to-end processing delay 

• Detection Accuracy: 
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                                    (12) 

• False Positive Rate: 

                                                               (13) 

 

 IV. Results and Discussion 

This section presents the experimental evaluation of the proposed cloud-native distributed system for 

real-time security telemetry ingestion and threat detection. The performance is analyzed in terms of 

scalability, latency, throughput, and threat detection effectiveness under varying telemetry 

workloads. 

4.1 Telemetry Ingestion Performance 

The first set of experiments evaluates the system’s ability to ingest high-volume security telemetry 

while maintaining stable throughput. The telemetry rate was gradually increased by scaling the 

number of sources, and ingestion performance was measured at the message broker layer. 

             Table 1. Telemetry Ingestion Throughput and Processing Overhead 

Number of 

Sources 

Telemetry Rate 

(events/sec) 

Ingestion Throughput 

(events/sec) 

Processing Overhead 

(%) 

2 20,000 19,200 4.0 

4 40,000 38,500 6.2 

6 60,000 57,300 8.4 

Discussion: 

As shown in Table 1, the ingestion throughput scales almost linearly with increasing telemetry rates, 

indicating efficient decoupling between telemetry producers and consumers. Although processing 

overhead increases with higher data volumes, it remains within acceptable limits, demonstrating the 

effectiveness of asynchronous ingestion and distributed message brokering. 
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Figure 2. Performance Analysis of Security Telemetry Ingestion Under Increasing Workload 

The figure2 Overall, the observed results highlight that the system effectively balances scalability 

and processing efficiency. Despite the increase in telemetry volume and processing complexity, the 

architecture maintains stable performance and predictable overhead growth. This ensures consistent 

real-time ingestion and forms a reliable foundation for downstream threat detection and security 

analytics in large-scale cloud environments. 

4.2 Latency and Scalability Analysis 

To assess scalability, the number of stream processing nodes was increased while measuring end-to-

end latency and system throughput. This experiment highlights the impact of horizontal scaling on 

real-time performance. 

                        Table 2. Scalability Impact on Latency and Throughput 

Number of Processing Nodes Average Latency (ms) Throughput (events/sec) 

4 76 45,800 

6 62 57,300 

8 49 72,600 
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Discussion: 

Table 2 demonstrates that increasing the number of processing nodes significantly reduces average 

latency while improving throughput. The observed performance gains validate the system’s 

horizontal scalability and efficient load distribution across distributed stream processors. This 

behavior is critical for maintaining real-time threat detection under bursty telemetry workloads. 

            

                      Figure 3 . Throughput Scaling with Number of Processing Nodes 

 Explanation: 

The bar figure3 shows that system throughput increases consistently as the number of processing 

nodes scales from 4 to 8. This indicates effective horizontal scalability of the proposed architecture, 

where additional nodes contribute directly to higher event processing capacity. The results confirm 

that the system efficiently utilizes added resources to support real-time security telemetry ingestion 

under increasing workloads. 
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4.3 Threat Detection Effectiveness 

The final experiment evaluates the effectiveness of the hybrid threat detection approach by comparing 

rule-based detection with the proposed hybrid model combining machine learning and rule-based 

analysis. 

Table 3. Threat Detection Performance Comparison 

Detection Approach Detection Accuracy (%) False Positive Rate (%) 

Rule-Based Only 86.4 9.8 

ML-Based Only 91.7 6.1 

Proposed Hybrid Approach 95.3 3.9 

 

Discussion: 

The results in Table 3 indicate that the proposed hybrid approach outperforms standalone rule-based 

and machine learning–based methods. By combining contextual rules with anomaly detection 

models, the system achieves higher detection accuracy while significantly reducing false positives. 

This balance is essential for minimizing alert fatigue in security operations centers and improving 

incident response efficiency. 
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Figure 4. Comparison of Detection Accuracy and False Positive Rate Across Detection Approaches 

 

The figure 4compares rule-based, machine learning–based, and hybrid threat detection approaches. 

The proposed hybrid approach achieves the highest detection accuracy while maintaining the lowest 

false positive rate. This demonstrates that combining rule-based logic with machine learning models 

significantly improves detection effectiveness and reduces false alerts, making the hybrid approach 

more suitable for real-time security monitoring in cloud-native environments. 

4.4 Overall Discussion 

The results are encouraging and suggest that the designed cloud-native distributed architecture is able 

to provide solution for real-time security telemetry ingestion and threat detection. The system 

exhibits great scalability, low processing latency and earns reliable detection accuracies under 

different workloads. The findings inform on the use of cloud-native design principles in combination 

with intelligent analytics to support proactive and resilient security monitoring across large-scale 

distributed systems. 
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Conclusion: 

This paper shows how to operate, at scale, a cloud-native design for distributed systems designed to 

efficiently handle the ingestion of real-time security telemetry and technical detection. With 

horizontal scalability and hybrid detection,our system realizes high through put,low latency, and 

better detection accuracy. Collectively, the findings prove this architecture is appropriate for robust 

and early security monitoring to expedite detection in a contemporary cloud landscape. 

FutureScope: 

Next, advanced deep learning and federated learning models can be incorporated to improve the 

detection of zero-day and cross-domain attacks while ensuring privacy preservation. The architecture 

can be expanded to other clouds and edge for better global visibility and lower latency. Lastly, by 

enabling SOAR and the adaptive resource management, CYDSOADs on-demand can also enhance 

security system resiliency, cost efficiency, and ability to contain threats in real time 
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